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Intended Audience

This document is intended for:

1)
2)
3)

Network engineers
Technical support and servicing engineers

Network administrators

Technical Support

4)
5)
6)
7
8)

The official website of Reyee: https://www.ireyee.com/

Configuring Switch Eweb

Technical Support Website: https://www.ruijienetworks.com/support

Case Portal:_https://caseportal.ruijienetworks.com

Community: https://community.ruijienetworks.com

Technical Support Email: service _ri@ruijienetworks.com

Conventions

1. GUI Symbols
Interface Description Example
symbol
Boldface 1. Button names 1. Click OK.
2. Window names, tab name, field name and 2. Select Config Wizard.
menu items 3. Click the Download File link.
3. Link
> Multi-level menus items Choose System > Time.
2. Signs
The signs used in this document are described as follows:

Danger

An alert that calls attention to safety operation instructions that if not understood or followed when operating the

device can result in physical injury.

o

Warning

An alert that calls attention to important rules and information that if not understood or followed can result in data

loss

or equipment damage.

A

Caution

An alert that calls attention to essential information that if not understood or followed can result in function failure or
performance degradation.
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W Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to
serious consequences.

¢ Specification

An alert that contains a description of product or version support.

3. Note

This manual introduces the features of the product and offers guidance on configuration and testing.
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1 Configuring Switch Eweb

1.1 Overview

Users can access the Web management system (that is, Eweb) of switches through a browser (such as Internet Explorer (IE))

to manage the switches.

Web management involves the Web server and Web client. The Web server, integrated into the switch, is used to receive and
process requests from a client (reading Web files or executing commands), and return processing results to the client. The

Web client is usually a Web browser, such as IE.

& This document applies only to S5300-E and S5310-E series switches.

A The Eweb and device cannot be configured in a hybrid manner. After the device is configured, the Eweb needs to be
refreshed, for example, you can press F5 for refreshing.

1.2 Applications

Application Description
Managing Devices by Using the After switches are configured, you can access the Eweb through a browser.

Eweb

1.2.1 Managing Devices by Using the Eweb

Scenario

As shown in the figure below, you can access the Eweb of an access switch or distribution switch through a browser to manage

and configure the switch.

@ Core
Access ,rl:_ @ L switch
switch @

PG
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Remark | The device enclosed in the red rectangle in the figure above is the accessed switch. Ensure that the switch can

s be pinged successfully from the PC. Then, you can access the Eweb of the switch.

Deployment

N Configuration Environment Requirements
Client requirements:

® Network administrators can log in to the Eweb graphical user interface (GUI) of a switch from a browser to manage the

switch. Clients refer to PCs or other mobile terminals such as laptops.

® Browser: IE9—IE11, Google Chrome, and 360 Browser are supported. Exceptions such as garble or format error may

occur if an unsupported browser is used.

® Resolution: You are advised to set the resolution to 1024 x 768, 1280 x 1024, 1440 x 960, or 1920 x 1080. If other
resolutions are used, the page fonts and formats may not be aligned, the GUI is less artistic, or other exceptions may

occur.

@) Eweb configuration and command line interface (CLI) configuration can be performed at the same time. After CLI
configuration is complete, enter the write command to save the configuration. If a Web page is opened, refresh the page

to ensure synchronization between the Eweb configurations and CLI configurations.

N Logging In to the Web Management Platform

Enter http://X.X.X.X (management IP address) in the browser and press Enter to open the login page, as shown in the figures

below.

e o

C & FEL | hips//172.26.147.162 Web access address # %« » 0 2
Ruifie

RG SWITCH

Simplicity Network, Next Generation Switch.

Password <= I[ @ Please enter the password I

Simplified Chinese »

@wep Official Website | Service Portal | Service Mail | Cookbook Download

£9/10/11 and Google Chrome browsers are recommended ©2000-2022 Ruijie Network
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€ 9 C A TE%| hitps//17226147.182 ® % »0 2
Ruijie

RG SWITCH

Simplicity Network, Next Generation Switch.

2, Please enter the username

‘ @ Please enter the password

—=p Switch the language

et,\;FE Official Website | Service Portal | Service Mail | Cookbook Download

Network

are recommended ©2

s00gle Chrome brow

Enter the username and password and click Login. The following table provides the default username and password.

Default Username/Password Permission Description ‘

admin / admin Super administrator with all permissions ‘

@) The default username is displayed in output of the show running-config command only after its default password is
changed.

After authentication is successful or the password is changed, the homepage of the Eweb is displayed, as shown in the figure

= = . . )
Ruijie sw E=ll = Monitoring Config % Diagnosis %* Maintenance n Q Wizard @ £ admin -
(3 Favorites
o S53E
€ SWITCH Overview Modek: $5300-486TAXS £ 9.3« 48.2%
U Usage Memmory Usage
“ a"‘:'“xi:g SN G1QCZNS000484
i
s 41651588554
# DHCP i SS300E RGOS 12.5(4)B0701
o 120
& Other Monitoring  » 5
1970-01-01 000090 .
irve: 3d 21 h 15 min 248 Lo
Time: 1970-01-04 211522
~Jiected [T]40 port Wve [ shutsonn [B]ustpon [ copper [Jrier

3 s 7

YT e O s e s e [ i
1 [ e e e L e L e e [ e

6 B 10 1 1 18 W0 2 M m B M 2 B B X

118 17 19 N A 2% 7 @ oo 3

sC | [
s ][
0
D

0
s e
0
s

Port Role: 7 Trunk Port © Routed Port

) For details about Eweb pages, see "Eweb Management System."
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1.3 Eweb Management System

Basic Concepts

A |cons and Buttons on the GUIs
Icon/Button Description

Edit. Click this icon to edit the selected record.

Delete.

[
T
(9]
=+
1]

L

g

Function enabling/disabling icon.

\,
L

Available port. After you click or select the icon, the port becomes selected.

Shutdown port.

Selected port.

Aggregate port. The digit in the port indicates the aggregate port number.

Trunk port. It is displayed on the panel of the VLAN/VLAN Settings page.

The port is powered on.

Virtual switching link (VSL) port.

Bidirectional forwarding detection (BFD) port. It is displayed on the panel of the SWITCH

Overview page.

40G port.
40G port that has been split.

HD@BIEEDDDQ

Save. Click it to submit and save input information.

Click it to add settings.
Click it to delete settings.

Required item. An input box marked with this symbol indicates a required item.

Note symbol.

Caution symbol.

b o 7 X+
E

N System Operations
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® Device panel

i‘-‘ Selected E AG Port - Up B Shutdown E VSL Port

Configuring Switch Eweb

B Copper l:l Fiber

1 5 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51

(0 1 e e O o
CACT LACALIC AL G LACJLICIL AL ) CICACILICIL ) LI

i
ARG

10 12 14

18 20 22 24 260 28 30 32 34 36 38 40 42 44 46 48 50 52

Port Role: Trunk Port = Routed Port

Overview

The following table describes feature configurations of the second-level menu items in the left navigation tree of the Web GUI.

Feature

Config Wizard
SWITCH Overview
STP Status

RLDP Status

Client List
Server Status
VSU Status

VLAN
Port
Routing
DHCP

VRRP

MAC Address
VSU Settings
STP

RLDP Settings
ACL

Port Security
Storm Control
DHCP Snooping
Gateway Anti-ARP-
Snooping

IP Source Guard

NFPP

IGMP Snooping

Description

Helps you build a network by using the devices.

Displays port information and overall device information.

Displays the Spanning Tree Protocol (STP) status and port roles.

Displays the Rapid Link Detection Protocol (RLDP) status and ports, on which RLDP is
enabled.

Displays addresses allocated by a switch address pool.

Displays the DHCP server and configured address pools.

Displays the virtual switching unit (VSU) topology. It exists only when the device works in VSU
mode.

Sets VLANs and trunk ports.

Configures basic information about ports, aggregate ports, port mirroring, and port rate limit.
Sets routes.

Configures Dynamic Host Configuration Protocol (DHCP), allocates static addresses, and
displays the client list.

Sets Virtual Router Redundancy Protocol (VRRP).

Sets static addresses and filter addresses.

Configures the standalone mode and VSU mode for the device for switching.

Configures STP global basic information and STP ports.

Configures RLDP globally and port RLDP.

Configures access control lists (ACLs) and ACL time, and applies ACLs.

Configures port security and security binding.

Control storms.

Sets DHCP snooping.

Configures anti-ARP spoofing on the gateway, Address Resolution Protocol (ARP) check,
dynamic ARP inspection (DAI), and ARP entries.

Configures ports and user binding.

Displays information related to Network Foundation Protection Policy (NFPP).

Sets Internet Group Management Protocol (IGMP) snooping.
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QOS

DHCP Relay
Authentication

Ping

Tracert

One-click Collection
Display System Log
Monitor System Log

Configures classes, policies, and flows.

Sets the DHCP relay.

Configures ePortal and advanced settings.

Detects the connectivity of an IP address or domain name.
Uses tracert to detect an IP address or domain name.
Collects information on the device in one-click mode.

Sets the syslog server and queries system logs.

Queries logs by level or module name.

Upgrade Performs local upgrade.

Restart Restarts the device.

Config MGMT Backs up configurations, restores factory settings, and sets system character sets.
Systime Sets the system time.

Syslog Configures whether to enable the logging function on the device.

DNS Sets domain name system (DNS).

Web Configures the administrator password, basic settings, and administrator permissions.
Telnet Configures the telnet and Secure Shell (SSH) functions, and password.

SNMP Sets SNMPv2 and SNMPVv3.

1.3.1 Config Wizard

Config Wizard

@ Device C8 Terminal Port & Bridge Port @ Security

Config Mode: @ Layer2 O Layer 3

Management Port: @ MGMT Port O MGMT VLAN

Management Port: | Mgmt 0

*1P Address: | 172.26.147.230

*Submask: | 255.255.255.0

* Gateway: | 172.26.147.1

DNS Server:

® Device
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Config Wizard X

@ Device 3l Terminal Port

Config Mode: @ Layer 2 (O Layer 3

©@ Security v

Management Port: @ MGMT Port O MGMT VLAN

Management Port: | Mgmt 0 V‘

*IP Address: | 17226.147.183 \

* Submask: | 255.255.255.0 \

* Gateway: | 172.26.147.1 \

DNS Server: | ‘ |

Reset Time: @ PC Time (O Custom

Time Zone: | UTC+8(Beljing, CCT) v

* Charset: | Default v.‘

The steps of configuring device management are as follows:

1) Configure Config Mode. This option is displayed for L3 devices.

2) Select MGMT Port and configure Management Port.

3) Configure Submask. A network segment that has been assigned to a port cannot be assigned to the port.
4)  DNS Server is an incremental parameter.

5)  Configure the system character set in Charset.

6) Click Next.

® Terminal Port
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Config Wizard

@ Device Terminal Port & Bridge Port Routed Port ™ Gateway

MNote: Terminals include PCs, printers, monitors and APs.
| Terminal Port

Port ID Port Status VLAN Description

Enable

@ Security v

+ Add

Action

The steps of configuring a terminal port are as follows:
1) Click Add to add a terminal port.

2) Port ID must be unique.

3) Click Delete to delete the terminal configuration.
4)  Click Next after completing the configuration.

®  Bridge Port
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Config Wizard

@ Device @ Terminal Port - Bridge Port

MNote: The bridge port refers to the port used to access the switch.

| Bridge Port

PortID Port Status Allowed VLAN

Enable

Routed Port

Native VLAN

™ Gateway

Description

@ Security

|

I

+ &0

Action

The steps of configuring a bridge port are as follows:

1) Click Add to add a bridge port.
2) Port ID must be unique.

3) Click Delete to delete the bridge port.

4)  Click Next after completing the configuration as prompted.

® Routed Port
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Config Wizard

@ Device —ooooeeeee @ Terminal Port .. @ Bridge Port ... Routed Port

Note: The routed port serves layer 3 interconnection.
| Routed Port
Port ID Port Status

IPv4 Address Submask:

™ Gatewa @ Securi v
y ty

+ &

Description Action

Enable | [ |

| )

The steps of configuring a routed port are as follows:

1) Click Add to add a routed port.

2) Port ID must be unique.

3) Click Delete to delete the routed port.

4)  Click Next after completing the configuration as prompted.

® Gateway
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Config Wizard

® Device .. @ Terminal Port ... @ Bridge Port .. @ Routed Port

------ Gateway

Mote: Gateway is a link between two VLANs at layer 3. It is recommended to configure a gateway for each VLAN.

| Gateway

Allowed VLAN Gateway

IPv4 Address

]

Submask:

L]

@ Security v

+ &

Action

The steps of configuring a gateway are as follows:

1)
2)
3)

Click Add to add a gateway.

Click Delete to delete the gateway.

Click Next after completing the configuration as prompted.

Security
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Config Wizard x
@ Device —-ooooeeeee- @ Terminal Port ---- @ Bridge Port - @ Routed Port —---- ® Gateway - @ Security v

Note: Default routing is enabled by default. If there are multiple routed ports, priority will be assigned to these ports based on record ID.

Default Routing: Enable
SPT: Enable
Port Fast: Enable

RLDP: Enable

Select the functions to be enabled and click Next.

®  Saving configurations

Config Wizard X

® Device . @ Terminal Port .. @ Bridge Port - @ Routed Port .- @ Gateway - @ Security - o

Management Port: Mgmt 0

IP/Submask: 172.26.147.183 / 255.255.255.0
Gateway: 172.26.147.1

DNS Server:

Time Zone: UTC+8&(Beijing, CCT)

Reset Time: PC Time

Charset: Default

Default Routing: Enable

SPT: Enable
Port Fast: Enable
RLDP: Enable

Previous Save
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Check the configurations and click Save to deliver configuration commands. After the configuration succeeds, the Config
Wizard window automatically disappears. If you change the management IP address of the device, determine whether to

redirect to the new management address and perform operations above.

1.3.2 Monitoring

Click Monitoring to open the level-2 menu, which includes SWITCH Overview, Anti-loop Monitoring, DHCP, and Other

Monitoring.

1.3.2.1 SWITCH Overview

The SWITCH Overview page displays basic information about the device, including the device MAC address, device model,
device running time, version information, device CPU and memory, port status, port traffic trend, and port bandwidth usage.

Standalone scenario

© Refresh
% S53E
Model; $5300-48GT4%5-E 8.8+ CPU usage of the device 46.7% Memory usage of the
Memory Usage .
device

CPU Usage
SN: G1QC2N9000484 /
<5 5416.5158.6554
F : §5300E RGOS 125(4)80701
ersion: 1.21

ted on: 2022-07-28 15:00:51

53.3%

0d 20 h 55 min 515 91.2%

stem Time: 2022-07-20 11:56:42

Basic information about the device

[selected [1746 Port [llUp [0 shutdown [#] Vst Port [ Copper [ Fiber
wOOONG AAGAAS AAALAS AALADD OO0 o b
IR N X B N i |

2 4 6 8 10 12 14 16 18 20 2 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52

PortRole: T Trunk Port = Routed Port

| Traffic Summary | Gio/t  v| | Kops v| | =3 Select the port and unit and view traffic information in the traffic diagram.

@ TxTraffic @ R Traffic

133523 12:25:20 13:26:00 12:36:30 13:37.00 13:37:18

| Top5 Ports by Bandwidth Usage Click More to display bandwidth information of all ports. <=
Port Input Rate Output Rate Status(Port real speed)
Gio/1 0.010% 0.010% Connected(1000M)

For the Top 5 ports in bandwidth usage, click More. A dialog box will be displayed.
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“Back © Refresh X Clear Selected X Clear All

O Interface Rx Bandwidth Usage ~ Tx Bandwidth Usage ~ Status(Port real speed) UnderSize/OverSize CRC/FCS Error Collision Count

[} Gio/1 0.010 0.000 Connected(1000M) 0/0 0/0 0

rist <pre (1) Next> Lastd [1][c0)

1.3.2.2 Anti-loop Monitoring

The Anti-loop Monitoring page monitors the loop status based on the STP status and RLDP status.

1.3.2.2.1 STP Status

The STP Status tab page displays STP Status, STP Mode, Root Status, Instance, and port use status.

STP Status: ® Enabled @ Configure STP
STP Mode: MSTP
Root Status: Root

nstance: | 0 v

Select Port:
[selecied [1]a6Port Mlup B shutdown
13 15 17 19 21 25 27 29 31 33 35 37 39 41 43 45 47 49 51

Wt o o T R il O il Rl e R el e Y
DEDUDY DUDUDL DOOODL DOODDL DI

Z 4 6 8 10 12 4 16 18 20 22 2% 28 30 32 34 36 3B 40 42 44 46 4B 50 52

[ copper [ Fiber

PortRole: ® Root Port @ Designated Port ® Alternate Port ® Master Port ~ STP Status: @ Forwarding @ Blocking © STP Enabled © Port Fast Enabled

1.3.2.2.2 RLDP Status

The RLDP Status tab page displays RLDP Status, Local MAC, handling method of port violation, and RLDP status.

RLDP Status: @ Enabled & Configure RLDP
Local MAC: 5416.5158.6554

Select Port:

[ Jselected [1746 Port [l up [1] shutdown

13015 17 19 21 23 25 27 20 31 33 35 7 30 41 43 45 47 49 51

Y et e i R i O i R i i i Y o
DEDDUD DUOD0D DUo00D Doooon) 00

& 10 12 14 16 18 20 2 24 26 28 30 32 34 36 3B 40 42 44 46 48 50 52

[ copper [JFiber

RLDP Status: @ RLDP @ Violation Port

1.3.2.3 DHCP

DHCP is monitored from the DHCP server status and DHCP client list.

1-14
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1.3.2.3.1 Client List

The Client List tab page displays clients assigned IP addresses in the address pool on the switch.

IP-based v | \

o e MAC Lease Time Allocation Type
No Data Found

1) (o)

1.3.2.3.2 Server Status

The Server Status tab page displays the DHCP server status and the usage of the address pool.
DHCP Settings Static Address Client Display

+ Add DHCP X Delete Selected @ Excluded Address Range DHCP:@

O  Name IP Address Range Default Gateway Lease Time DNS Action

No Data Found

Show No.:| 10+| Total Count:0 First < Pre Next > Last \I\ \(;O\

1.3.2.4 Other Monitoring
1.3.2.4.1 VSU Status

The device monitors the VSU status only when the device works in VSU mode. You can check the topology of the VSU

composed of devices, BFD status, and the status of ports, on which bidirectional forwarding detection (BFD) is enabled.
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1.3.3 Config

Click Config to open level-2 menu, which includes Network, Other, Security, and Advanced.
1.3.3.1 Network
1.3.3.1.1 VLAN

The VLAN page consists of VLAN Settings and Trunk Port.

N VLAN Settings

‘ VLAN Settings Trunk Port
+ Batch Add VLAN =+ Add VLAN X Delete Selected
O VLANDD : VLAN name VLAN Status Port Action
o 1 VLAN00OT STATIC Gi0/3,6i0/7-48,Te0/49-52
g 3 VLAN0003 STATIC Gio/1
O 10 VLAN0010 STATIC
Show No. Total Count:3 Krist <pre (1) Next> Last) [1]

® Bulk adding VLANs

VLAN Settings Trunk Port

Batch Add VLAN

VLAN ID: | 10-20 * Range: 3-520

The steps of bulk adding VLANSs are as follows:

1) Click Batch Add VLAN.

2) Enter VLAN IDs or ranges, which can be separated by commas (,).

3) Click Save. The message "Add Succeeded" is displayed and the added VLANSs are displayed in the list.

® Adding a VLAN

1-16
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VLAN Settings Trunk Port

Add VLAN

Select Port:

[Jselected [1]AG Port [ ]Trunk Port [ copper [ Fiber

N 43 45 47

0¥ Yot o O i i s i i e L e e e
5 0 e oo o e e v e R e e L s L e

2 2 g 10 12 14 16 18 2 24 2% 8 30 34

All Invert  Deselect Note:Click and hold the left button as you drag the pointer across the section to select muléiple ports.

Cancel Save

The steps of adding a VLAN are as follows:

1) Click Add VLAN.

2) (Required) Enter the VLAN ID.

3) (Optional) Enter the VLAN name.

4)  (Optional) Select ports.

5) Click Save. The message "Add Succeeded" is displayed and the added VLAN is displayed in the list.

® Editing a VLAN

‘ VLAN Settings Trunk Port

Edit VLAN

VLAN ID: [ 21 } * Range: 1-4094

VLAN name: [ }

Select Port:

E‘ Selected E‘ AG Port E‘Trunk Port r:l Copper || Fiber

1 7 15

0 T i e [ e e J e Y i e e o[ i s
5 R 0 e 0 L s e e [

6 g 10 12 14 16 18 20 22 24 26 28 30 40

4 3

Cancel Save

41 43 45 47

The steps of editing a VLAN are as follows:

1-17
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1) Click Edit in the Action column for a VLAN to be edited. Information about the VLAN is displayed in the pop-up dialog

box.
2) Change the VLAN name.
3) Select ports.
4) Click Save. The message "Edit Succeeded" is displayed, indicating the editing is successful.

® Deleting a VLAN

(?) Are you sure you want to delete
‘the VLAN?

The steps of deleting a VLAN are as follows:
1) Inthe VLAN list, select multiple records and click Delete Selected to bulk delete the records.

2) Inthe VLAN list, click Delete in the Action column for a VLAN to be deleted. The message "Are you sure you want to
delete the VLAN?" is displayed. Click OK. The message "Delete Succeeded" is displayed and the VLAN is deleted.

@ VLAN1 s the default VLAN. It can be only modified but cannot be deleted.

N Trunk Port

VLAN Settings Trunk Port

Note: f a port allows multiple VLAN packets to go through, configure it as a trunk port. It is recommended to configure the port connected to the netwark device as a trunk port.

Select Port:

selected [11AGPort [Mup [0 shutdown [€]VsLport [ Copper [ Fiber
15 17 19 21 23 25 27 29 3 33 35 37 39 41 43 45 47 49 51

" Y e T ¥ T i I i R i i s e e Rl
R PRIGRGD DRRDL PRYYYE JT

B 0 2 24 26 28 30 32 3 40 50 52

Al Invert  Deselect NoteClick and hold the left button as you drag the pointer across the section to select multiple ports.

cancel

®  Adding a trunk port
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VLAN Settings Trunk Port

Note: I a port allows multiple VLAN packets to go through, configure it as a trunk port. It is recommended ta configure the port connected to the network device as a trunk port,

™ Select Al T Deselect All & Batch Delete

Gio/9

Native VLAN: | 1 | *r
Allowed VLAN: | 1-4094 | Exampte -5

Select Port:

selected [17aG port [up [0 shutdown [#]vst port [ copper [ Fiber
7 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51

" Y e O i i O Y i R R i R e o R o o
DEDD0DD DODU0DD JODJ0D QUuoDgD 00

2 4 6 6 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52

All Invert Deselect Note:Click and hold the left button as you drag the pointer across the section to select multiple ports.

Save ‘ Cancel ‘

The steps of adding a trunk port are as follows:
1) Select a port on the panel.

2) Set Native VLAN and Allowed VLAN. Native VLAN is required and Allowed VLAN is optional. You can enter a range
or a specific VLAN ID.

3) Click Save. The message "Configuration Succeeded" is displayed and the add operation is completed. The added trunk

port is displayed in the trunk port list.

®  Editing a trunk port

VLAN Settings Trunk Port

Note: If a port allows multiple VLAN packets to go through, configure it as a trunk port. It is recommended to configure the port connected to the network device as  trunk port,

s Select Al T Deselect Al & Batch Delete

Gio/9 Gio/12 VoGios7
[u] o g

Native VLAN: | 20 | +&
Allowed VLAN: | 20 | sample(a-5.2

Select Port:

[selected [17]4c port [llup [0 shutdown [+]vsLport [Jcopper [ JFiber
17 19 21 23 25 27 29 3N 33 3 37 39 41 43 45 47 49 51

iAottty SASAAS AAASAS AANAAS OO
R 0 O o e

2 4 6 B 20 2 24 26 28 30 32 34 36 38 40 42 44 46 4B 50 52

All Invert  Deselect

(o]

The steps of editing a trunk port are as follows:
1) Inthe trunk port list, click a trunk port to be edited.

2) Edit Native VLAN and Allowed VLAN. Native VLAN is required and Allowed VLAN is optional. You can enter a range
or a specific VLAN ID.

3) Change the selected port.

4)  After editing information about the trunk port, click Edit. The message "Configuration Succeeded" is displayed, indicating

that the edit operation is completed.
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®  Deleting a trunk port

(3) Are you sure you want to delete
the trunk port?

The steps of deleting a trunk port are as follows:

1) Inthe trunk port list, move the cursor over a trunk port to be deleted. The ® icon appears. Click this icon to delete the
trunk port.

2) The message "Are you sure you want to delete the trunk port?" is displayed. Click OK. The message "Delete Succeeded"
is displayed.

®  Bulk deleting trunk ports

(?) Are you sure you want to delete
the trunk port?

The steps of bulk deleting trunk ports are as follows:
1) Inthe trunk port list, select trunk ports to be deleted and click Batch Delete.

2) The message "Are you sure you want to delete the trunk port?" is displayed. Click OK. The message "Delete Succeeded"
is displayed, indicating that the deletion operation is completed.
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1.3.3.1.2 Port

The Port page allows you to configure basic information about ports, and configure aggregate ports, port mirroring, and port

rate limit.

N Port Settings

Port Settings Agaregate port Port Mirroring Rate Limiting
+Batch Add  +Add SVI
| L3 Port
Port Status 3 Mask 1Pv6 Description Action
Gio/s Up 192.168.1.2 255.255.255.0
Gio/s Up 192.168.28.1 255.255.255.0
Vian 1 Up
s 10V g% K (& (D) F&> @
| L2 Port
Port status Port Type Access VLAN Native VLAN Permit VLAN Description Action
Gioj1 Up ACCESS 3 1
Gioj2 up ACCESS 1 1
Gio/3 up ACCESS 1 1
Gio/a Down ACCESS 1 1
Gioy7 Up ACCESS 1 1
Gio/a Up ACCESS 1 1
Gio/a up TRUNK 1 7 7
Gio/10 up ACCESS 1 1
Gioj11 Up ACCESS 1 1
®  Bulk setting ports
Port Settings Aggregate port Port Mirroring Rate Limiting

Batch Add

Status:

Description:

Port Mode:

Access VLAN:

Select Port:

[selected [1]46 Port

[ copper [ Fiber

OoHhdh O

FEPPRR

2 4 %

‘

All Invert  Deselect

17 19 21 23

o e il
LILJLIL

16 18 20 2 24

27 29 31 33 35

et eeb i e e
DI

28 30 32 M B

Al
Vo

>

Note:Click and hold the left button as you drag the pointer across the section to select multiple ports.

Cancel Save

The steps of bulk setting ports are as follows:

1) Click Batch Add. The Batch Add dialog box is displayed.
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2) SetAccess VLAN, Speed, and Working Mode. Access VLAN is a required field. Speed and Working Mode are set to
Keep, which does not need to be modified.

3) Select ports.

4)  After setting, click Save. The message "Configuration Succeeded" is displayed and the ports are displayed in the list,
indicating that the batch setting of the ports is completed.

®  Editing a port

Edit SVI Vlan 1

S —

Cancel Save

The steps of editing a port are as follows:

1) Inthe port list, click Edit in the Action column for a port to be edited. Information about the port is displayed.

2) Editinformation. VLAN ID, IPv4 Address, and Mask are required fields.

3) After editing, click Save. The message "Configuration Succeeded" is displayed and relevant configuration is displayed in
the list, indicating that port editing is completed.

N Aggregate Port

Port Settings Aggregate port Port Mirroring Rate Limiting

| Global Configuration

s used to px to the selected load-balance algorithm.

Load-balance] Enhanced Profile v
Save Default Settings

| Aggregation Port Settings

' Inorderto provide jdth and redundiancy, ined into one ) port contains up. ports, and 2 5al i ports

Port Type: @ L2 Port(Switching Port}) O L3 Interface(Routed Interface)
Open LACP:O Yes ® No

Select Port:
[ selected [1]acport [llue [T shutdown VsLPort [ copper [ Fiber
13 s 17 19 21 23 25 27 2 3 a7 4 s

wmOOOO0 OOoos Coooo0 oo Ot G0
PR QRRILILIE CIDILILIL) DILILILICIC) D)

P % 0 2 2 3% 38 @ &2 0 s

Al Invert Deselect Notexclic asyou o eleci

® Adding an aggregate port
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| Aggregation Port Settings

In order to provide increased bandwidth and redundancy, multiple physical perts (member ports) are combined into one logical port (aggregate port). An aggregate port contains up to eight member ports, and the aggregate port load balances traffic across these physical perts.

Port Type: ® L2 Port(Switching Port) O L3 Interface(Routed Interface)

OpenLACP: O Yes ® No

Select Port:
[selected [1]AGPort [lllue Elshutdonn [#]vsL pert [ copper [] Fiber
[ i o i [
PR O 1 O P 0 L N P S N P
79 % T monR W% ow M B oE RomDREB BoDEARSE 0w

The
1)
2)
3)
4)

5)

| Agg

vert Deselect Note:Click a

m Cancel

steps of adding an aggregate port are as follows:

Set Aggregate Port ID.

Set Port Type to L2 Port (Switch Port) or L3 Interface (Routed Interface).
Select whether to enable LACP.

Select ports.

After configuration, click Add. The message "Configuration Succeeded" is displayed, indicating that the aggregate port is
added. The port panel displays the successfully added aggregate port.

Editing an aggregate port

regation Port Settings

In order to provide increased bandwidth and redundancy, multiple physical ports {member ports) are combined into one logical port {aggregate port). An aggregate port contains up to eight member ports, and the aggregate port load balances traffic across these physical ports.

T Select Al T Deselect All B Batch Delete

AGI0 || AGIS
O

[

Aggregate Port ID: | 15 *R
Port Type: ® L2 Port(Switching Port) O L3 Interface(Routed Interface)
Open LACP: OYes @No

Select Port:

Selected acrort [MlUp [0 shutdown V5L Port [~ copper [ Fiber

B

el
DEDUDD DEUDOD) JOJD00 QOO D0 D0

3 7 089 1 13015 17 19 21 23 25 27 29 31 33 35 37 39 491 43 45 47 49 51

e e 73 e e e oy o

6 18 20 22 24 26 28 30 32 34 36 0 42 44 46 48 50 52

wert Deselect Note:Click and

“

The

1)

2)
3)

4)

steps of editing an aggregate port are as follows:

Aggregate ports displayed on the panel cannot be selected. To edit an aggregate port, click the aggregate port in the
aggregate port list. Its member ports become selected. Click a port to deselect it and then click Edit to modify the
aggregate port.

Modify Port Type and Open LACP.
You can click a selected member port to deselect it.

After editing, click Edit to complete the editing of the aggregate port.
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® Deleting an aggregate port

(@) Are you sure you want to delete
the selected aggregate port(s)?

In the aggregate port list, move the cursor over an aggregate port and click ® . The message "Are you sure you want to
delete the selected aggregate port(s)?" is displayed. Click OK to delete the aggregate port.

® Bulk deleting aggregate ports

(?) Areyou sure you want to delete
the selected aggregate portis)?

Cancel oK
o |

In the aggregate port list, select aggregate ports to be deleted and click Batch Delete. The message "Are you sure you want

to delete the selected aggregate port(s)?" is displayed. Click OK to delete the aggregate ports.

A Ports with the ARP check function, anti-ARP spoofing, or the MAC VLAN function enabled and monitored ports in port
mirroring cannot be added to an aggregate port, and these ports are unavailable on the panel. When you move the cursor
over an unavailable port, a message is displayed, indicating that the functions are enabled on the port and the port cannot
be selected.

N Port Mirroring
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Port Settings Aggregate port Port Mirrarir Rate Limiting

Note: Port mi
Tip: A souree

Session ID:

Monitor Packets: | Al Packets >

Select Source Port:

Selected [17] 4 Port

[ copper [ Fiver
e Y T i Rl
WPRLIGIL] DRI
Select Destination Port:
selacted ['1] 4G port [ copper [Jriber
OOttt Admtimt A
ARG CAGIE] LTI CABICIL,

The steps of configuring port mirroring are as follows:
1) Enter the session ID.
2) Select a source port.

3) Select a destination port.

4) Click Save. The message "Configuration Succeeded" is displayed. The configured session is displayed on the GUI.

@ The panel displays the current port mirroring status, and both the source and destination ports can be edited. If you want
to abandon a modification to port information, click Refresh to restore the panel to the current port mirroring status.

A A member port of an aggregate port cannot be configured as the source or destination port, and the source and destination
ports cannot be the same.

N  Rate Limiting

Port Settings Aggregate port Port Mirroring

+ Batch Add X Batch Delet

O Port Input Rate-Limit (KBps) Output Rate-Limit (KBps)

100000 m Delete

GIo/11 0

® Adding a rate-limited port
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Port Settings

Aggregate port

Port Mirroring Rate Limiting

Batch Add

Select Port:

[Jselected [1]acrort [Up [ shutdown []vsLPort [ ] copper [JFiber

BOAOG0 OoE0E0 OO0000 000000
IR BRI R LI IR LI LIRS

3

All Invert Deselect Note:cli as you pointer across the section

D T T ——
Ouputrtetmic [ e et tske s o )

The steps of adding a rate-limited port are as follows:

1)
2)
3)

4)

Click Batch Add.

Select a port.

Set the input rate limit and output rate limit.

After configuration, click Save. The message "Configuration Succeeded" is displayed, indicating that the rate-limited port

is added. The port is displayed in the port rate limit list.

Editing a rate-limited port

Port Settings

Aggregate port

Port Mirroring Rate Limiting

PortGi0/11

Input Rate-Limit: Range: 64-1000000KBps

(Rate-limit value varies with port type)

Ouput Rate-Lmi F—

(Rate-limit value varies with port type)

The steps of editing a rate-limited port are as follows:

1)
2)

3)

In the port rate limit list, click Edit in the Action column for a port. Rate limits of the port are displayed.

Edit Input Rate-Limit and Output Rate-Limit.

After editing, click Save. The message "Configuration Succeeded" is displayed, indicating that the rate-limited port is

edited successfully.

Deleting a rate-limited port
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x

() Ave you sure you want to delete
the port configuration?

Lo | IEH

The steps of deleting a rate-limited port are as follows:
1) Select multiple records in the port rate limit list and click Batch Delete to bulk delete the records.

2) Inthe port rate limit list, click Delete in the Action column for a port. The message "Are you sure you want to delete the
port configuration?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion
operation is completed.

1.3.3.1.3 Routing

The Routing page allows you to manage routes.

inckudes vy effect higherpdodty

+ Add Static Route  + Add Default Route X Delete Selectad

O Destination Subnet Subnet Mask Next Hop Address Egr Distany Type Action
o 0000 0000 172264471 1 Default Route [ o |
Show No:(10 ) Total Count:1 Krst <pre (1) New> st [1][c0)

® Adding a static route

‘Add Static Route

IPType: ® IPvd O IPv6

R ——
st Oistarces (1| e 15

Cancel Save

The steps of adding a static route are as follows:

1) Click Add Static Route.
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2) Configure IP Type, Destination Subnet, Subnet Mask, Egress Port, Next Hop Address, and Administrative Distance.
Destination Subnet, Subnet Mask, Next Hop Address, and Administrative Distance fields are required fields.

3) After configuring parameters, click Save. The message "Configuration Succeeded" is displayed, indicating that the static
route is added successfully. The static route is displayed in the route list.

®  Editing a route

Edit Default Route

IPType: ® IPv4 O IPv6

Next Hop Address: | 172.26.147.1 N
Administrative Distance: :} *Range: 1-255

Cancel Save

The steps of editing a route are as follows:
1) Inthe route list, click Edit in the Action column for a route. Information about the route is displayed.

2) Configure IP Type, Egress Port, Next Hop Address, and Administrative Distance. Next Hop Address and
Administrative Distance fields are required fields.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a route

x

() Are you sure you want to delete:
the route?

e | I

The steps of deleting a route are as follows:
1) Select multiple records in the route list and click Delete Selected to bulk delete the records.

2) Inthe route list, click Delete in the Action column for a route. The message "Are you sure you want to delete the route?"
is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation is completed.

® Adding a default route
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‘Add Default Route

IPType: ® IPud O IPv6

Eyea
e I
naminsttieDitance (1| e 25

The steps of adding a default route are as follows:
1) Click Add Default Route.

2) Configure IP Type, Egress Port, Next Hop Address, and Administrative Distance. Next Hop Address and
Administrative Distance are required fields.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed, indicating that the default route is
added successfully. The default route is displayed in the route list.

) Routes are classified into primary and backup routes. When a primary route becomes invalid, a backup route takes over
services. Backup routes are selected based on their priorities. The priority of backup route 1 is higher than that of backup
route 2.

1.3.3.1.4 DHCP

The DHCP page allows you to configure DHCP and allocate static addresses, and displays the client list.
N DHCP Settings

DHCP Settings Static Address Client Display

+ Add DHCP X Delete Selected @ Excluded Address Range m:mm

O Name IP Address Range Default Gateway Lease Time DNS Action
No Data Found

Show No:[[10 ] Total Count0 KAt <Pre Nex> Lastd [1][G0)

® Adding a DHCP address pool
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DHCP Settings Static Address Client Display

Add DHCP

e —

Type: ®1Pvd O IPv6

Address Range: EE e
ek
e (& s )

The steps of adding a DHCP address pool are as follows:
1) Click Add DHCP.

2) Configure Pool Name, Type, Address Range, Default Gateway, and Lease Time. Pool Name, Type, Address Range,

Default Gateway, and Lease Time are required fields.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added DHCP address pool is
displayed in the DHCP list.

® Editing a DHCP address pool

DHCP Settings Static Address Client Display

Edit DHCP

- I—

Type: ® 1Pt O PG

Address Range [I to| 254 *
L T—T
Lease Time: [ 8 hourtsl ¥+
=

The steps of editing a DHCP address pool are as follows:

1) Inthe DHCP list, click Edit in the Action column for a DHCP address pool. Information about the DHCP address pool is
displayed.

2) Modify fields. Pool Name, Type, Address Range, Default Gateway, and Lease Time are required fields.
3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a DHCP address pool
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x

(@) Are you sure you want to delete
the selected address pool?

The steps of deleting a DHCP address pool are as follows:
1) Inthe DHCP list, select multiple records and click Delete Selected to bulk delete the records.

2) Inthe DHCP list, click Delete in the Action column for a DHCP address pool. The message "Are you sure you want to
delete the selected address pool?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that

the deletion operation is completed.

® Enabling DHCP

‘ DHCP Settings Static Address Client Display

oce:( 105 —=» Click DHCP to enable the DHCP service.

N Static Address

The figure below shows the Static Address tab page.

DHCP Settings Static Address Client Display
+ Add Static Address X Delete Selectad
O Client Name Client IP Mask Gateway Address Client MAC DNS Server Action
No Data Found
Show No:[ 10w) Total Count:0 KAt <Pre Net> Lasti [1][c0)

® Adding a static address
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DHCP Settings Static Address Client Display

‘Add Static Address

e

The steps of adding a static address are as follows:
1) Click Add Static Address.

2) Configure Client Name, Client IP, Mask, Client MAC, Gateway Address, and DNS. Client Name, Client IP, Client
MAC, Gateway Address, and DNS are required fields.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added static address is
displayed in the static address list.

®  Editing a static address

‘ DHCP Settings Static Address Client Display

Edit Static Address

Client Name: | TEST

Client IP: | 192.168.1.5

Mask: | 255.255.2550

Client MAC: | 0002.0002.0002

Gateway Address: | 192.155.1.2

DNS: | 192155.1.3

Cancel Save

The steps of editing a static address are as follows:

1) In the static address list, click Edit in the Action column for a static address. Information about the static address is
displayed.

2) Edit parameters. Client Name, Client IP, Client MAC, Gateway Address, and DNS are required fields.
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3) After editing, click Save. The message "Edit Succeeded" is displayed.

® Deleting a static address

x

() Areyou sure you want to delete
the static address?

The steps of deleting a static address are as follows:
1) Select multiple records in the static address list and click Delete Selected to bulk delete the records.

2) Inthe static address list, click Delete in the Action column for a static address. The message "Are you sure you want to
delete the static address?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the
deletion operation is completed.

N Client Display

The figure below shows the Client Display tab page.

DHCP Settings Static Address Client Display
Notes I you astatic \ddress page.
&2 Bind MAC to Dynamic IP m
o w MAC Lease Time Allocation Type Action
Mo Data Found
Show No.:[ 1 w] Total Countd KAt <Pre Next> Lastd [1][60]
® Querying an IP address
e S e Clent Display Enter an IP address in the search box and click Search to
Nete: if you want to delete a static sddress converted from a dynamic address, please 9o to the Static Address page. query the IP address
pwtcnonme o D
[u} » MAC Lease Time Allocation Type Action
No Data Found
Show Noz[ 1 v Total Countd Kfist < Pre Net> LastX [

® Binding a MAC address and a dynamic IP address
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DHCP Settings Static Address. Client Display ‘
Nete: If you want to delete a static phed b
89 Bind MAC to Dynamic P 19216811 E
o ® MAC Lease Time Allocation Type Action
No Data Found
Show No:[ 1] Total Count KFirst <Pre Next> Lastdi [1][(c0)

The steps of binding a MAC address and a dynamic IP address are as follows:
1) Select an IP address in the client list.

2) Click Bind MAC to Dynamic IP to bind the IP address to the current MAC address.

1.3.3.1.5 VRRP

=+ Add VRRP X Delete Selected

[ VRRP Group No. VRRP Port 'VRRP Group IP VRRP Priority Action

No Data Found

Show No:[ 10+] Total Count:0 Kt <Pre Net> LastX [1][G0]

® Adding a VRRP group

Add VRRP

-
VRRP Group Number: :] * (Range: 1-25%)

The steps of adding a VRRP group are as follows:
1) Click Add VRRP.
2) Configure Port, VRRP Group Number, IP, and Priority. VRRP Group Number, IP, and Priority are required fields.

3) After configuration, click Save. The message "Add Succeeded" is displayed. The added VRRP group is displayed in the
VRREP list.

® Deleting a VRRP group
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x

(@) Are you sure you want to delete.
the item?

(e | IEE

The steps of deleting a VRRP group are as follows:
1) Select multiple records in the VRRP list and click Delete Selected to bulk delete the records.

2) Inthe VRRP list, click Delete in the Action column for a VRRP group. The message "Are you sure you want to delete the
item?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation is

completed.

® Editing a VRRP group

Edit VRRP

Port: | Gio/1

VRRP Group Number: | 10 * (Range: 1-255)

1P: | 192.145.1.1

Priority: * (Range: 1-254)

The steps of editing a VRRP group are as follows:
1) Inthe VRRP list, click Edit in the Action column for a VRRP group. Information about the VRRP group is displayed.
2) Edit parameters. VRRP Group Number, IP, and Priority are required fields.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

1.3.3.1.6 MAC Address

The MAC Address page includes the Dynamic Address Table, Static Address Settings, and Filtering Address Settings
tab pages.

Dynamic Address Table
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Dynamic Address Table Statlc Address Settings Filtering Address Settings

MAC Address
No Data Found

Show No:[ 10 %] Total Count0

®  Querying dynamic addresses by conditions

Dynamic Address Table Static Address Settings Filtering Address Settings

MAC Address VLAN ID

No Data Found

Show No:[ 10 ] Total Count

Select Query Condition v |

=

KFrst <Pre MNext> Last [1][(c0]

K First < Pre Next> Lastd [1]

Query conditions include Select Query Condition, Query By MAC, Query By VLAN, and Query By Interface.

N Static Address Settings

Dynamic Address Table Static Address Settings Filtering Address Settings

Note: dts 3 e -peet bindi . after you add e With 802
+ Add Static Address X Delete Static Address

[ Port MAC Address VLAN ID Action

No Data Found
Show Noz[ 0] Total Count0 KEst <Po Next> Lasty [1][G0]
® Adding a static address
Dynamic Address Table Static Address Settings Filtering Address Settings

The steps of adding a static address are as follows:

1) Click Add Static Address.
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2) Configure a static address. MAC Address, VLAN ID, and port are required fields.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added static address is
displayed in the static address list.

® Deleting a static address

x

(@) Are you sure you want to delete
the static address?

(o ) I

The steps of deleting a static address are as follows:
1) Select multiple records in the static address list and click Delete Static Address to bulk delete the records.

2) Inthe static address list, click Delete in the Action column for a static address. The message "Are you sure you want to
delete the static address?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the
deletion operation is completed.

N Filtering Address Settings

Dynanmic Address Table Static Address Seftings filtering Address Settings

Nate: The switch 2 data frame. If 2 2 MAC is configured as a filter address, it discards the packet, You can preven the ARF attack by configuring a filter address e same as the MAC address of ARP
packsts.

+ Add Filter Address X Delet Filter Address

O MAC Address VLAN ID Action

Ne Data Found

Show No:[ 0] Total Count iCFist < Pre Next > Last X

®  Adding a filter address
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Dynamic Address Table Static Address Settings Filtering Address Settings

Add Filter Address.

MAC Address: N

The steps of adding a filter address are as follows:
1) Click Add Filter Address.
2) Configure a filter address. MAC Address and VLAN ID are required fields.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added filter address is
displayed in the filter address list.

®  Editing a filter address

Dynamic Address Table Static Address Settings. Filtering Address Settings

Edit Filter Address.

N —T

The steps of editing a filter address are as follows:

1) Inthefilter address list, click Edit in the Action column for a filter address. Information about the filter address is displayed.
2)  Edit parameters. MAC Address and VLAN ID are required fields.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

®  Deleting a filter address
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X

(@) Are you sure you want to delete
the filter address?

(o | EH

The steps of deleting a filter address are as follows:
1) Select multiple records in the filter address list and click Delete Filter Address to bulk delete the records.

2) In the filter address list, click Delete in the Action column for a filter address. The message "Are you sure you want to
delete the filter address?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the
deletion operation is completed.

1.3.3.2 Other
1.3.3.2.1 VSU Settings

For devices supporting the VSU mode, the VSU Settings page in standalone mode is different from that in VSU mode. The
domain IDs of devices composing the VSU must be the same. Device IDs must be unique in a VSU and the device with the
highest priority is the master device.

N standalone Mode
The figure below shows the VSU Settings page in standalone mode.

VSU Settings

Device ID: | 1 ] * fane-1-4 @
T N—
.

v @

[ seectsd [1] A pot [~ conper [ Fiber
o o e e o i e o
DDDDDYD DJEJE0D DoDoD0

& 8 W 1z 14 18 18 A R

Al Invert Deselect Note:Click and hold the lef button a5 you drag the pointer across the section fo select multinie ports.

In VSU standalone mode, Device ID, Domain ID, and Priority are required fields.
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13322 STP

The STP page allows you to configure STP global parameters and STP ports.
N STP Global Settings

STP Global Settings STP Port Settings

| Global Configuration

s @D
Priorty: [ﬁ-ﬁwﬂ-w defauit 8 HllboTIlm[a—]u.ww!-ws,g defoutt 2
Aging Time: ngr(ﬁ—ﬂu defouit 20 Forward Delay: l:]wmm defaut 15
STP Mode: | MSTP -
MST Name: snglessthan 12 te MSTVersion: [ 0 Range-655351 defaut 0
o]
| MST Configuration
disable 5T . sgin sfter confiquration, 5 5 0 e the sabilty and convergence of nenwork topoiogy
+ AddInstance X Delete Selected
(=] Instance Number VLAN Priarity

[

Show No. Total Count:1

E

Action
Kt CPre (1) Net> Lastd [1][G0]

You can configure STP global parameters. When STP Mode is set to MSTP, you can configure an MST instance.

® Adding an instance

STP Global Settings STP Port Settings

Add Instance

The steps of adding an instance are as follows:

1) Click Add Instance.

2) Configure an instance. Instance Number and VLAN Range are required fields and other fields are optional.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added instance is displayed

in the instance list.
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Editing an instance

Edit Instance

Instance Number:

Cancel Save

The steps of editing an instance are as follows:

1)
2)
3)

In the instance list, click Edit in the Action column for an instance. Information about the instance is displayed.
Edit instance information. Instance Number and VLAN Range are required fields and other fields are optional.
After editing, click Save. The message "Configuration Succeeded" is displayed.

Deleting an instance

X

() Are you sure you want to delete
the Instance?

=zl - |

The steps of deleting an instance are as follows:

1)

2)

Select multiple records in the instance list and click Delete Selected to bulk delete the records.

In the instance list, click Delete in the Action column for an instance. The message "Are you sure you want to delete the
instance?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation
is completed. Instance 0 is the default instance and cannot be deleted.

STP Port Settings
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STP Global Settings STP Port Settings

Note: It is recommended to enable Port Fast on the port connected to the PC.

+ Batch Add
Port Status Port Fast BPDU Guard Protection Mode Connection Mode Instance|CostlPriority Action
0l0]128
GigabitEthemet0/2 Up Enabled Disabled Null Auto 1|0I!1I e
GigabitEthemet0/3 Up Enabled Disabled Null Auto ?Icﬂ]ﬁ;s
GigabitEthernet0/4 Up Enabled Disabled Null Auto ?g{]‘ﬁga
GigabitEthemet0/7 Up Enabled Disabled Null Auto mﬁs
ojoj128
GigabitEthemet0/8 Up Enabled Disabled Null Auto 1LILI e
0l0128
GigabitEthernet0/9 up Enabled Disabled Null Auto 1LI1]I el
GigabitEthernet0/10 Up Enabled Disabled Null Auto ‘:Ioﬁ!]‘ﬁgs
. ) oj0]128
GigabitEthemnetd/ 11 Up Enabled Disabled Null Auto e
. ) 0l0128
GigabitEthernet0/12 Up Enabled Disabled Null Auto 00126
GigabitEthernet0/13 Up Enabled Disabled Null Auto ‘:Ic:i!]‘ﬁgs
Show No. Total Count:48 KFrst <Pre (1) 2 3 4 5 Next> Last)l

® Bulk setting STP ports

Batch Add

Protection Mode: | Null

Port Fast: | Disabled

BPDU Guard: | Enabled

Connection Mode: | Auto

Port Priority:

Select Port:

[Jselected [1]4G rort [lup [Z]shutdown [#] vsLport ["Jcopper [ Fiber
[ Juiuli o o T Tt oo o Ol e ol s s o [ e
MDD RRPEYL PPDNRN QR T

2 4 5 8 1

‘ 3

Al Invert Deselect Note:Click and hold the left button s you drag the pointer across the section to select multiple ports.

The steps of bulk setting STP ports are as follows:
1) Click Batch Add.
2) Configure Protection Mode, Port Fast, BPDU Guard, Connection Mode, and Port Priority, and select ports.

® Editing an STP port
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PortGigabitEthernet0/2

——
Port Fast: | Epabled v

BPDU Guard: | Disabled v

—

Port Priority:;
§|nmnmwumh Prioli*kangefﬂrzlc) x
§|nmmswumh Prior ’kangefﬂr?ld} x

The steps of editing an STP port are as follows:
1) Inthe STP port list, click Edit in the Action column for an STP port. Information about the port is displayed.
2) Configure parameters.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

1.3.3.2.3 RLDP Settings

| Global configuration

hote: RLDP quickly RLDP can run on
RLDF:
e FR—
e ER—
L —e
| Port Configuration
Mote: 1. i 'the port can avok L 0 enable RLDP on tothe PC;
recs . s #is au suitches;
port can only be. alarm. Loop detaction on a memiber port will be synchronized to other member ports.
+ AddPort X Delete Port
O Port Detection Type:Troubleshooting Action
o Gon Loop Detection:Warning /|
Show No:[ 1] Total Count:1 KFirst <Pre (T) Net> Lasty (1]

1. RLDP global configuration
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| Global configuration

Detection Interval: [ 3 Range(2-15)
Detection Count: [ 2 Range(2-10)
errdisable recovery: D[ Range(30-864005s)

The steps of configuring RLDP globally are as follows:
1) Click RLDP to enable/disable the RLDP function.

2) If RLDP is enabled, configure Detection Interval, Detection Count, and errdisable recovery, and click Save. The
message "Configuration Succeeded" is displayed.

2. Port RLDP configuration

® Adding an RLDP port

Batch Add

eteciontoce: 0 Urdvectiond LnkDeecion

O Bidirectional Link detection | Warning v

oo Do

Select Port:

[ seiected [1]46 Port [llup [T shutdown [#]vsL port [ copper [ Fiver
Yo e o e P70t o o o ol e o e i Yo
S e L L

7 a4

>

All Invert Deselect Note:Click section to

The steps of adding an RLDP port are as follows:
1) Click Add Port.

2) Configure parameters.
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3) After configuration, click Save. The message "Configuration Succeeded" is displayed, indicating that the RLDP port is
added. The added RLDP port is displayed in the RLDP port list.

®  Editing an RLDP port

PortGi0/1

etecon Mode: ) Urdrectiona Link Deecion

O Bidirectional Link detection

Loop Detection

The steps of editing an RLDP port are as follows:

1) Inthe RLDP port list, click Edit in the Action column for an RLDP port. Information about the RLDP port is displayed.
2) Edit parameters.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting an RLDP port

x

(@ e you sure you want to delete
the item?

=l

The steps of deleting an RLDP port are as follows:
1) Select multiple records in RLDP port list and click Delete Port to bulk delete the records.

2) Inthe RLDP port list, click Delete in the Action column for an RLDP port. The message "Are you sure you want to delete
the item?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation is
completed.
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1.3.3.3 Security

1.3.3.3.1 ACL

When receiving a packet, a device port, on which an input ACL is configured, checks whether the packet matches an access
control entry (ACE) in the input ACL. When sending out a packet, a device port, on which an output ACL is configured, checks
whether the packet matches an ACE in the output ACL.

After different ACEs are configured, multiple ACEs may be applied at the same time or only a few ACEs are applied. Packets
matching an ACE are processed (permitted or denied) according to the ACE.

ACL List
ACL List ACLTime ACL Application
ACLList: v [ Detete act +Add Access Rule X Delete Selected
O No. ipti Access Control Protocol Dest IP/Wildeard Dest Port Time Period Status Action
No Data Found
Show No. Total Count:0 KFirst  CPre Next> lasty (1]

® Adding an ACL

ACL List ACL Time ACL Application

ACL Type: ® Standard ACL (Source-address-based Control)
O Extended ACL (Flow-based Control)
O MAC-based Extended ACL(Flow-based Control)

ACLName: [ ] % rensecoterleters orrumbers i the range of 1-99.and

1300-1900.

Cancel oK
=3

The steps of adding an ACL are as follows:
1) Click Add ACL.
2) Configure parameters in the displayed dialog box. ACL Name is a required field.

3) After configuration, click OK. The message "Configuration Succeeded" is displayed. The added ACL is displayed in the
ACL List drop-down list.

® Deleting an ACL
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() e you sure you want to delete
the ACL?

The steps of deleting an ACL are as follows:
1) Select an ACL to be deleted from the ACL List drop-down list.

2) Click Delete ACL. The message "Are you sure you want to delete the ACL?" is displayed. Click OK. The message "Delete
Succeeded" is displayed.

® Adding an ACE

‘ ACL List ACL Time ACL Application

Add Access Rule

ACL Name: 104
| Access Rule Settings

Access Control: ® Permit O Deny

Prmoool: TlmePeriod: [Time management]

O Any Source IP (7ie rule is applied to any source IP addresses)

[ single 1P v e ]

in ination 1P 77.- ...

o

The steps of adding an ACE are as follows:

1) Select an ACL, to which ACEs need to be added, from the ACL List drop-down list.

2) Click Add Access Rule.

3) Inthe displayed dialog box, set parameters.

4) Click OK. The message "Configuration Succeeded" is displayed. The added ACE is displayed in the ACE list.

®  Editing an ACE
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ACL List ACL Time ACL Application

Edit Access Rule

ACL Type: Extended ACL (Flow-based Control)
ACL Name: 104

| Access Rule Settings

Access Control: @ Permit O Deny

e S

Protocok| (p | Time Period:| __Select—| [Time management]

§ O Any Source IP The rue is applie to any source IP addvesses.)

v #9214z |

The steps of editing an ACE are as follows:
1) Inthe ACE list, click Edit in the Action column for an ACE.
2) The displayed dialog box displays information about the ACE. Edit the ACE information.

3) After editing, click OK. The message "Configuration Succeeded" is displayed, indicating that the editing operation is

completed.

® Deleting an ACE

x

(3) e you sure you want to delete
the access rule?

Leree | IEE

The steps of deleting an ACE are as follows:
1) Select one or more records in the ACE list.
2) Click Delete Selected. The message "Are you sure you want to delete the access rule?" is displayed. Click OK to

complete the deletion operation.

N ACL Time

You can make an ACL available based on time, for example, make an ACL take effect in some time ranges of a week. For this,

you need to first configure a time object.
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ACL List ACL Time ACL Application
Note: The ACL active time must be periodic
+ Add Time Object X Delete Selected
O Time Object Day Tima Pariod Action
No Data Found
Show No:[10+] Total Count:0 KFirst < Pre Mext> Last

®  Adding a time object

| ACL List ACLTime ACL Application

Add Time Object

e E—

Time Period: | [

Cancel Save

The steps of adding a time object are as follows:
1) Click Add Time Object.
2) Inthe displayed dialog box, set parameters.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed, indicating that the operation is

completed.

® Bulk deleting time objects

%

(@) Are you sure you want to delete
the time object?

The steps of bulk deleting time objects are as follows:
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1) Select time objects to be deleted in the list.

2) Click Delete Selected. The message "Are you sure you want to delete the time object?" is displayed. Click OK to complete
the deletion operation.

®  Editing a time object

‘ ACL List ACLTime ACL Application

Edit Time Period

s *

TlmePeriod:% [deay v] [ma Hw:na ]X

The steps of editing a time object are as follows:
1) Click Edit in the Action column for a time object in the list.
2) The displayed dialog box displays information about the time object. Edit the information.

3) After editing, click Save. The message "Configuration Succeeded" is displayed, indicating that the editing operation is
completed.

® Deleting a time object

X

(@ Are you sure you want to delete
the time abject?

(o |

The steps of deleting time objects are as follows:
1) Click Delete in the Action column for a time object in the list.
2) The message "Are you sure you want to delete the time object?" is displayed. Click OK. The message "Delete Succeeded"

is displayed.

ACL Application
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You can configure ACEs and apply them to ports or VLANS to restrict the access of specific users or allow users to access

specific networks.

@ AnACL applied to a port may not displayed in the listimmediately after application. You need to refresh the page first.

ACL List ACL Time ACL Application

Mote: If s page.
+ Add Port X Delete Port

O ACL Port Direction
No Data Found

iChirst <Pre Net> Lastd [1][G0]

Show No:[ 10+ ] Total Count:D

® Adding an ACL application

ACL List ACLTime ACL Application

Add Port

Select Port:

[Jselected [1]AGPort [MllUp [T Shutdown [¥]vsl port [ Copper [ Fiber
B 719N B B 7B 7 3% 41 43 a5 47

@O0 O C1CI00I0T CIeICI 0100
CRLLE QBB QDD DLICIIRIL)

F

»

All Invert Deselect NotexClick and hold the left b you drag the, the section

Cancel Save

The steps of adding an ACL application are as follows:
1) Click Add Port.
2) The Add Port dialog box is displayed. Set parameters.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added ACL application is

displayed in the ACL list.

® Bulk deleting ACL applications
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X

(@ Ave you sure you want to delete
the ACL application?

=3

The steps of bulk deleting ACL applications are as follows:
1) Select one or more records in the ACL application list.

2) Click Delete Port. The message "Are you sure you want to delete the ACL application?" is displayed. Click OK. The
message "Delete Succeeded" is displayed, indicating that deletion operation is completed.

® Editing an ACL application

‘ ACL List ACLTime ACL Application

PortGi0/11

ACLList: | 1040P) -
-

The steps of editing an ACL application are as follows:
1) Inthe ACL application list, click Edit in the Action column for an ACL application.
2) The displayed dialog box displays information about the ACL application. Edit the information.

3) After editing, click Save. The message "Configuration Succeeded" is displayed, indicating that the editing operation is
completed.

® Deleting an ACL application
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X

(3 e you sure you want to delete
the item?

=l |

The steps of deleting an ACL application are as follows:
1) Inthe ACL application list, click Delete in the Action column for an ACL application.

2) The message "Are you sure you want to delete the item?" is displayed. Click OK. The message "Delete Succeeded" is
displayed, indicating that the deletion operation is deleted.

1.3.3.3.2 Port Security

N Port Security Settings

® Adding a security port

‘ Port Securit Settings Security Binding

Add Port

- :
i —

Select Port:

[ selected [1]4G port [l up [T shutdown [@] vsL port [~ copper [ Fiber
135 17 13 2o 25 2 29 3 3 3w % 4 43 4 4

Y[ Yo P il et O e
PRI LB AL) LTI LILIC LI G

2 4 6

[ >

All Invert Deselect Note:Cli as you pointer acros

The steps of adding a security port are as follows:

1) Click Add Port.

2) (Required) Configure Max Secure Address. The maximum value of this parameter is 128.
3) (Required) Configure Aging Time. The value range of this parameter is 0 to 1440.

4)  Select one port at least.
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5)  After configuration, click Save. The message "Configuration Succeeded" is displayed, indicating that the adding operation

is completed.

®  Editing a security port

‘ Port Securit Settings Security Binding

Edit - Gio/11

i a—
g :
sy o

1) In the user security port list, click Edit in the Action column for a security port. Information about the security port is

displayed.
2) Edit information.
3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a security port

x

() Are you sure you want to delete
the security port?

(o | I

The steps of deleting a security port are as follows:
1) Select multiple records in the security port list and click Delete Selected to bulk delete the records.

2) Inthe security port list, click Delete in the Action column for a security port. The message "Are you sure you want to delete
the security port?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion

operation is completed.

N Security Binding

® Adding a security address to be bound
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Port Securit Settings

Security Binding

Add Address

T —

Select Port:

[selected [1]4cPort lllUp [T shutdown [#] Vst port ] copper [ Fiber

aANHOd Admddd AHAGAH AAGHGH
SENRS RS PR Y

Cancel save

The steps of adding a security address to be bound are as follows:

3)
4)

5)

Click Add Address.

Configure the security address to be bound. IP is required and other parameters are optional. Select a port.

After configuration, click Save. The message "Configuration Succeeded" is displayed. The added security address is

displayed in the list of bound security addresses.

Editing a bound security address

Port Securit Settings

Security Binding

Edit - Gi0/15

IP: | 147.15689.1 N

1)

2)

3)

In the list of bound security addresses, click Edit in the Action column for a bound security address. Information about

the security address is displayed.

Edit information.

After editing, click Save. The message "Configuration Succeeded" is displayed.

Deleting a bound security address
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x

() Are you sure you want to delete
the port?

=l o |

The steps of deleting a bound security address are as follows:
1) Select multiple records in the list of bound security addresses and click Delete Selected to bulk delete the records.

2) In the list of bound security addresses, click Delete in the Action column for a bound address. The message "Are you
sure you want to delete the port?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that
the deletion operation is completed.

1.3.3.3.3 Storm Control

® Adding a storm control port

Add Port

Select Port:

[Jselected [1]acport [l ue [ shutdown [#] vsLrort [ comper [ Fiver
13015 17 19 2 23 25 27 29 M B 3w %0 4 & &5 &

OO0 OOIEOE0 CICCICICI0 CICICICICI0] T
QRILILICIC) DIRLIEL DIC QLD
« I ——— »

Type: ® Bandwidth Usage O Packets O Kilobits

The steps of adding a storm control port are as follows:
1) Click Add Port.
2) Set a storm control port. Set one of the Broadcast, Multicast, and Unicast parameters.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added storm control port is
displayed in the storm control port list.

1-56



Configuring Guide Configuring Switch Eweb

®  Editing a storm control port

Edit Port - Gi0/29

Type: @® Bandwidth Usage O Packets
- —

The steps of editing a storm control port are as follows:

1) Inthe storm control port list, click Edit in the Action column for a storm control port. Information about the storm control
port is displayed.

2) Edit information.
3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a storm control port

x

(@) Are you sure you want o delete
the port?

=l

The steps of deleting a storm control port are as follows:
1) Select multiple records in the storm control port list and click Delete Selected to bulk delete the records.

2) In the storm control port list, click Delete in the Action column for a storm control port. The message "Are you sure you
want to delete the port?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion
operation is completed.

1.3.3.3.4 DHCP Snooping

The figure below shows the DHCP Snooping page.

Figure 1-1 Setting DHCP Snooping
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Nete: DHCP snoaping & used to fiter ed
Nete: The port connected i od

or firewall The DHCP request packet is forwarded to the trusted port The DHCP reply packet is forwarded only i #t is from a trusted port

DHCP Snooping: @ )
Select Port:
seiected [1]acrort Jvo [ shurdown [#]vst ot [ cosper [ siver
13 s 7 o9 M 1318 7 W N B 3 W BN MWK P WA A 45 4
WOOO00 0 6O G OO0O000 00ooodn od
PPV WRVEYY Wi e W w® ¥ N A w N B
Al invert Gaselect

ote:Click and hold the left button as you drag the pointer across the section to select multiple ports.
Trusted Part: &

n Dispiay DHCP Snooping Trusted Port

The steps of setting DHCP snooping are as follows:
1) Click DHCP Snooping to enable it.

2)  Select the port to be configured.

3) Click Save to save the configuration. Click Display DHCP Snooping Trusted Port to display the configured ports.

The port connecting to a DHCP server needs to be configured as a DHCP trusted port. The DHCP server connecting to a non-

trusted port cannot work properly. A configured trusted port indicates that the DHCP trusted port is enabled on the port. You
can select ports on the panel and click Save.

1.3.3.3.5 Gateway Anti-ARP-Snooping

The Gateway Anti-ARP-Snooping page allows you to configure anti-ARP spoofing, ARP check, DAI settings, and ARP entries.
N Anti-ARP Spoofing
®  Adding a filter port

Anti-ARP-Spoofing ARP Check DAl Settings ARP Entries

Add Port

Select Port:

[ selected [1]4G port [lup [ shutdoun [$]vsL port [ ] Copper [ Fiber

13 15 17 19 21 23 25 2 29 7 3w o9 @ s 4

W00 CItIaICItatT CICICICICI0T CICICICICIC
PRI QLB LIIEIIRIL LI IR

7 4 6

4 3

Al Invert Deselect Note:Click and hold the left buttan as you drag the pointer across the section ta select multiple ports.

Cancel Save

The steps of adding a filter port are as follows:
1) Click Add Port.

2) Set afilter port. Gateway is a required field. Select at least one filter port.
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3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added filter port is displayed

in the filter port list.

®  Editing afilter port

Anti-ARP-Spoofing ARP Check DAI Settings ARP Entries

PortGI0/8

Gateway: | 174.15.120.1 -

The steps of editing a filter port are as follows:

1) Inthe filter port list, click Edit in the Action column for a filter port. Information about the filter port is displayed.
2)  Edit information.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

®  Deleting a filter port

x

(@ Ae you sure you want to delete
the port?

(o)

The steps of deleting a filter port are as follows:
1) Select multiple records in the filter port list and click Delete Selected to bulk delete the records.

2) Inthe filter port list, click Delete in the Action column for a filter port. The message "Are you sure you want to delete the
port?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation is
completed.

N ARP Check
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Anti-ARP-Spoofing ARP Check DAl Settings ARP Entries
Note: ARP Check s used to fitr al ARP packets on the logical port and discard invalid ARP packets. t can o stability. A DHCP Snooping trusted port cannot be enabled with ARP Check
Select Port:

selected [1]acPort [l up [0 Shutdown [#] vstport [ Jcoeer []Fber
15 s 7 s M 13 15 7 19 2 23 2 2 2 3 33 3% 3 38 4 43 45 47 49 51

BOO0O0O0 D000 000000 JOo00dn 0o

[N vy ) Y B R R Yy O O B Sy B

7 4 5 8§ W w4 % o M @ M % % N R M % B WS HBE 05

All Invert Deselect Nete:Click and hold the left button as you drag the pointer across the section fo select multiple ports.

ARP-check Port: ©

prT——

The steps of configuring ARP check are as follows:
1) Ports, on which ARP check is enabled, are displayed on the page.
2) Select a port, on which ARP check needs to be enabled and click Save. The page displays the latest configuration.

3) Click Display ARP Check Port to display ports, on which ARP check is enabled.

The panel displays ports with the ARP check function enabled and the ports can be edited. If you want to abandon the
modification to a port, click Display ARP Check Port to display the current ARP-check ports on the panel.

i
A The ARP check function cannot be enabled on DHCP snooping trusted ports.
A

DAI Settings

1. Configuring VLAN DAI

Anti-ARP-Spoofing ARP Check DAI Settings ARP Entries

Add VLAN DAI

Waange: [ e mmeismsdacasrn

Cancel Save

The steps of configuring VLAN DAI are as follows:

1) Click Add VLAN DAI. The Add VLAN DAl dialog box is displayed.
2) Enter the VLAN range.

3) Click Save. The list configuration is refreshed.

2. Removing the VLAN DAI configuration
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Anti-ARP-Spoofing ARP Check DAl Settings ARP Entries

| VLAN DAI Configuration

Mote: The untrusted port corresponding to the DAl-enabled VLAN intercepts all ARP request and reply packets to discard invalid ARP packets. _

+ Add VLAN DAl T Select Al T Deselect All T Batch Delete

ViD4 VID5 VID6 VID7

The steps of removing the VLAN DAI configuration are as follows:
1) Select the required VLAN DAI configuration or click Select All, and click Batch Delete.

2) Click the deletion icon in the upper right corner to delete the VLAN DAI configuration.

| Trusted Port

Note: Packets received on the trusted port skip DAI Inspection as valid ARP packets.

[ Dselected [1]46 port [IMup [0 shutdown [®]vst port

17 19 u 22 25 27 29 3 ! 3B

[ copper [ Fiber
" Y s B I e i e
0

[ _——=p DAl Trusted Port
LI L I L

38 40 42 44 46 4B 50 52

Al Invert Deselect Note:Click

Trusted Port: @

The steps of configuring a DAI trusted port are as follows:

1) Select a port to be configured as a DAI trusted port and click Save. The latest configuration is displayed.

2) Click Display Trusted Port to display configured DAI trusted ports.

@) The panel displays DAI trusted ports and the ports can be edited. If you want to abandon the modification to a port, click
Display Trusted Port to display current DAI trusted ports on the panel.

N ARP Entries

®  Dynamic binding>>static binding
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Anti-ARP-Spoofing ARP Check DAl Settings ARP Entries
& Dynamic Binding>>Static Binding <8 Delete Selected & Manual Binding IP-based: |
O P MAC Type Action
] 1.1.141 4e54.3800.0002 Static Binding Static Binding> > Dynamic Binding
] 192.168.1.200 5416.5158.6555 Local ARP Entry
Show No.:[ 10 +| Total Count: 2 I< First < Pre % Next >

The steps of converting a dynamic binding into a static binding are as follows:

1) Select dynamic binding entries and click Dynamic Binding>>Static Binding to bulk convert the dynamic binding entries

into static binding entries.

2) Inthe ARP entry list, click Dynamic Binding>>Static Binding in the Action column for an ARP entry. The message

"Configuration succeeded!" is displayed.

®  Deleting static bindings

Anti-ARP-Spoofing ARP Check DAI Settings ARP Entries
¢ Dynamic Binding>>Static Binding <8 Delete Selected & Manual Binding IP-based: |
o P MAC Type Action
m] 1.1.11 4e54.3800.0002 Static Binding Static Binding>>Dynamic Binding
0O  192.168.1.200 5416.5158.6555 Local ARP Entry
Show No.:| 10 v | Total Count: 2 KK First < Pre % Next >

The steps of deleting static bindings are as follows:
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1) Select static binding entries and click Delete Selected to bulk delete the static binding entries.

2) In the ARP entry list, click Static Binding>>Dynamic Binding in the Action column for a static binding entry. The

message "Configuration Succeeded" is displayed.

®  Manual binding

Anti-ARP-Spoofing ARP Check DAl Settings ARP Entries

Manual Binding

The steps of performing manual binding are as follows:
1) Click Manual Binding.
2)  Configure static binding data. IP and MAC are required fields.

3) After configuration, click OK. The message "Configuration Succeeded" is displayed. The added static binding entry is

displayed in the ARP entry list.

1.3.3.3.6 IP Source Guard

The IP Source Guard page allows you configure ports and bind users.
Port Settings

® Adding an IP Source Guard port

| Portsetings User Binding

Add Port

Select Port:

[ selected [1]acport [llup [0 shutdown [#]vsLrort ] Copper [ Fiver
[ e i o T i e e o o [
L I R R e

The steps of adding an IP Source Guard port are as follows:

1) Click Add Port. The Add Port dialog box is displayed.
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2) Set Filter Type and select ports.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added IP Source Guard port
is displayed in the IP Source Guard port list.

® Deleting an IP Source Guard port

x

(@ Are you sure you want to delete
the item?

=

The steps of deleting an IP Source Guard port are as follows:
1) Select multiple records in the IP Source Guard port list and click Delete Selected to bulk delete the records.

2) Inthe IP Source Guard port list, click Delete in the Action column for an IP Source Guard port. The message "Are you
sure you want to delete the item?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that
the deletion operation is completed.

N User Binding

® Adding a user binding

‘ Port Settings User Binding

Add Binding

Select Port:

[Jselected [1]acport [l up [T shutdown [#]vst port [~ covper [ iber
aOOO00 SOt OO0000 Oo0005
SRR G BRI I IR R

1 »

The steps of adding a user binding are as follows:
1) Click Add Binding.

2)  Configure the user binding. MAC, IP, and VLAN ID are required fields.
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3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added user binding is

displayed in the user binding list.

®  Editing a user binding

‘ Port Settings User Binding

PortGi0/27

MAC: | 0003.0001.0002 N
IP: | 192.168.1.1 N

The steps of editing a user binding are as follows:

1) Inthe user binding list, click Edit in the Action column for a user binding. Information about the user binding is displayed.
2)  Edit information about the user binding.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a user binding

x

(@ Aeyou sure you want to delete
the binding?

The steps of deleting a user binding are as follows:
1) Select multiple records in the user binding list and click Delete Selected to bulk delete the records.

2) In the user binding list, click Delete in the Action column for a user binding. The message "Are you sure you want to
delete the binding?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion
operation is completed.

1.3.3.3.7 NFPP

The figure below shows the NFPP page.
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ARP-guard: Enable ARP-guard, so as to prevent a large number of invalid ARP packets from attacking the device.

—=p Select a required guard list to display the guard list.

IP-guard:

able IP-guard, so as to prevent hackers from scanning the entire network and consuming bandwidth.

ICMP-guard: Enable ICMP-guard, so as to prevent a large number of invalid ICMP packets from consuming bandwidth and CPU resources.

[ICMP-guard List]

DHCP-guard: Enable DHCP-guard, so as to prevent malicious requests from exhausting DHCP pools and leaving legitimate users unable to access the Internet.

[DHCP-guard List]

DHCPv6-guard: Enable DHCPV6-guard, so as to prevent malicious requests from exhausting DHCPv6 pools and leaving legitimate users unable to access the Internet.

[DHCPv6-guard List]

ND-guard: Enable ND-guard, 5o as to prevent Neighbor Discovery packets from consuming bandwidth.
[ND-guard List]

Display NFPP Log: [Display NFPP Log]

Save Restore Default Settings

You can enable/disable the attack guard function and click Save. The message "Configuration Succeeded" is displayed. To
restore default settings, click Restore Default Settings.

1.3.3.4 Advanced

1.3.3.4.1 IGMP Snooping

The figure below shows the IGMP Snooping page.

Figure 1-2 Configuring IGMP Snooping

+ AddProie x Delte Seiected 1P Snooping: @
1] Profile ID Multicast Address Pdi:y Action Application Port Action
No Data Found
10w 1

® Adding a profile
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Add Profile

Multicast Range: [ ] . [

Policy Action: ® PERMIT O DENY

Select Port:
[ selected [1]acrort [llup [0 shutdown [#]vsLrort [ copper [ Fiver
wAStd Adhddd Ahdhad e
SRR RN LIRS 25

0 52 36 & 50 s

Al Invert  Deselect the section to select multiple ports.

The steps of adding a profile are as follows:
1) Click Add Profile.
2) Configure a profile. The Profile ID and Multicast Range fields are required and other fields are optional.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added profile is displayed in
the profile list.

®  Editing a profile

Edit Profile

Multicast Range: [ 224001 ] - [ 23942341

Policy Action: ® PERMIT O DENY

Select Port:

[sclected [17acrort [lllup (D shutdown [#]vstport ["Jcomper [JFiber
i o oo T Tt e e T [ [ e
LD QB PRGN R |

2 4 %

‘ >

All Invert Deselect Note:Click and hold the left button a5 you drag the pointer across the section to select multiple ports.

The steps of editing a profile are as follows:

1) Inthe profile list, click Edit in the Action column for a profile. Information about the profile is displayed.
2)  Edit the profile.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a profile
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S

(@) Are you sure you want to delete
the profile?

=) |

The steps of deleting a profile are as follows:
1) Select multiple records in the profile list and click Delete Selected to bulk delete records.

2) In the profile list, click Delete in the Action column for a profile. The message "Are you sure you want to delete the
profile?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation is
completed.

1.3.3.42 QOS

N Class Settings
The figure below shows the Class Settings tab page.

Figure 1-3 Class Settings

Class Settings Policy Settings Flow Settings
Nete: Classification is used to identfy and mark certain data flows that match the ACL rule.
+ Add Class X Delete Selected
O Class Name AcL Action
No Data Found
Show No. Total Count:0 KFist CPre Next)> Lastd [1][60)

® Adding a class
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Class Settings Policy Settings Flow Settings

Add Class

The steps of adding a class are as follows:
1) Click Add Class.
2) Configure a class. Class Name is a required field. Select an ACL.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added class is displayed in

the class list.

® Editing a class

Class Settings Policy Settings Flow Settings

Edit Class

Cancel Save

The steps of editing a class are as follows:

1) Inthe class list, click Edit in the Action column for a class. Information about the class is displayed.
2) Edit information about the class.

3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a class
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x

(@) Ae you sure you want to delete
the item?

Lo | S

The steps of deleting a class are as follows:
1) Select multiple records in the class list and click Delete Selected to bulk delete the records.

2) Inthe class list, click Delete in the Action column for a class. The message "Are you sure you want to delete the item?"
is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation is completed.

N Policy Settings
The figure below shows the Policy Settings tab page.
Figure 1-4 Policy Settings

Class Settings Pollcy Settings Flow Settings

Nete: The policy is used to constrain the bandwidth that the classified data flow consumes.
Nete: If the canfiguration takes sffect but is not displayed properly on the page, please refresh the page.

Policy List: [ Delete Policy ] + Add Policy Rule X Delete Selected
[ Class Name Bandwidth (KBps) Burst Traffic (KBytss) Bandwidth Violation Disposal Action
No Data Found
Show No:[ 10 v] Total Count:0 KFirst <Pre Next> Lasty [1]

® Adding a policy

Add Policy

characters are not

supported

The steps of adding a policy are as follows:

1) Click Add Policy.
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2) Configure a policy. Policy Name is a required field.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added policy is displayed in
the policy list.

® Deleting a policy

x

(3 Are you sure you want to delete
the item?

(o) I

The steps of deleting a policy are as follows:

1) Select a policy in the policy list and click Delete Policy.

2) The message "Are you sure you want to delete the item?" is displayed. Click OK. The message "Delete Succeeded" is
displayed, indicating that the deletion operation is completed.

® Adding a policy rule

Class Settings Policy Settings Flow Settings

Add Policy Rule

Limit Violation Disposal: ® Drop

The steps of adding a policy rule are as follows:

1) Click Add Policy Rule.
2) Configure a policy rule. Bandwidth and Burst Traffic are required and other fields are optional.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added policy rule is displayed
in the policy rule list.

®  Editing a policy rule
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‘ Class Settings Policy Settings Flow Settings

Edit Policy Rule

Policy Name: *(1-3) Bytes

Limit Violation Disposal: ® Drop

Class List: | RGOOT v

The steps of editing a policy rule are as follows:

1) Inthe policy rule list, click Edit in the Action column for a policy rule. Information about the policy rule is displayed.
2) Edit the policy rule.
3) After editing, click Save. The message "Configuration Succeeded" is displayed.

® Deleting a policy rule

3

(@ Are you sure you want to delete
the item?

(o | I

The steps of deleting a policy rule are as follows:

1) Select multiple records in the policy rule list and click Delete Selected to bulk delete records.

2) In the policy rule list, click Delete in the Action column for a policy rule. The message "Are you sure you want to delete the
item?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that the deletion operation is
completed.

N Flow Settings
The figure below shows the Flow Settings page.

Figure 1-5 Flow Settings
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Class Settings Policy Settings. Flow Settings

Mote: The policy is used to i i flows of L they with
Mote: t is the page, ple:

+ Add Port X Delate Selected

0 Port Direction Policy Name

No Data Found

Show No:[ 10 w] Total Count:0

® Adding a policy application port

Class Settings Policy Settings Flow Settings

Add Port

KFst <Pre Next> lasty [1][60)

Select Ports

[ Jselected [1]acrort [llup [ shutdown [#]vsLport

[ copper [ Fiber

ot e o e e o 73 e e [

& & 1 & i

Gty IO
MEALILICIL) QLB LT LILILICIG) LICILICICICY O

45 45 @ 49 51

50 52

All Invert Deselect Note:click and

Pointer acros

The steps of adding a policy application port are as follows:

1) Click Add Port.

2) Configure a policy application port. Set Rate-limiting Direction, Trust Mode, Policy List, and Port.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed. The added policy application port

is displayed in the policy application port list.

® Deleting a policy application port

(@ Are you sure you want to delete
theitem?

(o] I

The steps of deleting a policy application port are as follows:

1) Select multiple records in the policy application port list and click Delete Selected to bulk delete records.
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2) In the policy application port list, click Delete in the Action column for a policy application port. The message "Are you
sure you want to delete the item?" is displayed. Click OK. The message "Delete Succeeded" is displayed, indicating that
the deletion operation is completed.

1.3.3.4.3 DHCP Relay

The figure below shows the DHCP Relay page.

Figure 1-6 Setting DHCP Relay

| DHCP relay IPV4 configuration
Note: DHCP relay can centrally manage 17 address assignment for large number of subscribers in different subnets. The DHC relay agent forwards client-originated DHCP packets to 3 DHCP server and then forwards the server-to-client reply to the clent

pHcp Relay: @

DHCP Server Address: + Add DHCF

Enable/Disable DHCP Relay. When DHCP Relay is enabled, you can set multiple DHCP server addresses.

| DHCP relay IPV4 configuration

Note: DHCP relay can centrally manage IP address assignment for large number of subscribers in different subnets. The DHCP relay agent forwards client-originated DHCP packets te a DHCP server and then forwards the server-to-client reply to the client.

DHCP Relay: € )

DHCP Server Address: | i + Add DHCP Server

B oo comousion

| DHCPVE relay configuration

Select Layer 3 interface: | Gi/1 v

DHCPY6 server address: | | *

=1

The steps of configuring DHCP Relay are as follows:
1) Enable DHCP Relay.

2) Seta DHCP server address.

3) You can enable DHCPv6 Relay.

4) Click Save. The DHCP Relay configuration is displayed on the page.

1.3.3.4.4 Authentication

The Authentication page allows you to configure ePortal and advanced settings.

N ePortal

The figure below shows the ePortal tab page.
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ePortalv2

Nete: Authentication is based an Web to control users' access to the network. It requires fitmware on the client. Instead, you can perfort on commen browsers.

Eportal Type: O ePortalvl @ ePortalv2 @

Portal Server IP: | |+
Redirection URL: | |+
Portal Key: ‘ ‘ *
Authentication Server: | All Servers ~ | [Radiius Server Settings
Accounting Server: | Al Servers v

SNMP Server:  [SNMP Server] *

Port:

[selected [1]4GPort [Up [T shutdown [#]vsLport
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[ coper [ Fiber

18 18 17 19 21 28 25 27 20 31 33 385 I 39 41 43 45 47 49 8

WO DI EICT (000 00T CIC0I 09090 1100
DEDDUD QEOEJD JUDDDD DoD0onD 00

0 2 22 2 2 30 32 34 3 B 40 42 4 % 4 50 52

All Invert Deselect

Authentication Port: &

‘o as you drag the pointer across the section to select

» Advanced Settings

“ cler

The steps of configuring ePortal are as follows:

1) Set Eportal Type to ePortalv2.

2) Configure parameters. Portal Server IP, Redirection URL, Portal Key, and SNMP Server are required fields.

3) Select a port.

4)  After configuration, click Save. The message "Configuration Succeeded" is displayed.

N Advanced Settings

The figure below shows the Advanced Settings page.
Figure 1-7 Advanced Settings

Advanced Settings

Redirection HTTP Port: | 80, 443

Whitelisted Network Resource: A/«

Whitelisted User IP: The user ¢

The steps of configuring advanced settings are as follows:

1) Click Add.
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2) Configure Whitelisted Network Resource and Whitelisted User IP.

3) After configuration, click Save. The message "Configuration Succeeded" is displayed.

1.3.4 Diagnosis

Click Diagnosis to open the level-2 menu, which includes Network Diagnosis, One-Click Collection, and Syslog.

1.3.4.1 Network Diagnosis

1.3.4.1.1 Ping

Ping Type: | Mot Wia Management ForV| @
Dest IP/Domain Mame: | | N
Timeout Interval(s): | z |
Repeat Times: | H |
Packet Size(Eytes): | 100 |

Fragment E Enable

PING Type

Uses the out-of-band channel. The parameter is supported only on MGMT-supported devices. When a MGMT port is configured

as a source port, set the parameter to Via Management Port. Otherwise, set it to Not Via Management Port.
Dest IP/Domain Name

Indicates the address or domain name to be pinged.

Timeout Interval(s)

Indicates the timeout interval.

Repeat Times

Indicates the number of data packets to be sent.
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Package Size(Bytes)
Indicates the length of the data padding section in a data packet to be transmitted.
Fragment

Indicates the DF flag bit of an IP address. When the DF flag bit is set to 1, data packets are not fragmented. The default DF
flag bit is 0.

1.3.4.1.2 Tracert

Tracert Type: | Mot Via Management norv|
Diest IP/Domain Mame: | | .

Timeout Interval(s): | 2 |

Tracert Type

Uses the out-of-band channel. The parameter is supported only on MGMT-supported devices. When a MGMT port is configured
as a source port, set the parameter to Via Management Port. Otherwise, set it to Not Via Management Port.

Dest IP/Domain Name
Indicates the Tracert destination address or domain name address.
Timeout Interval(s)

Indicates the timeout interval.

1.3.4.2 One-Click Collection

The one-click collection function collects device fault information for troubleshooting.
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Note: One-Click Collection is used to coldlect fault mformation for troubleshooting.

One-Click Collection

1.3.4.3 Syslog

1.3.4.3.1 Display System Log

You can configure the syslog function to help customers' after-sales and R&D personnel locate problems.

| Enable Syslog Logging: @
Enable Syslog Logging: m . Export Log
| System Log (show log)
Background Color: [ Il I

i Update Log

Syslog logging: disabled .
Consale logging: level debugging, 12 meszages logged
Monitor logging: level debugging. 0 meszages logged
Buffer logging: level debugging, 12 messages logged
Standard formatfalse
Timestamp debug meszsges: datetime
Timestamp log messages: datetime
Sequence-number log messages: dizable
Sysname log messages: disable
Count log messages: disable
Trap logging: level informational. 12 message lines logged.0 fail
Log Buffer (Total 1048576 Bytes)k have written 1114
*lan 1 00:00:29: %CLI-6-STARTUP: Cli server process startup.
*lan 1 00:00:29: %:LOCAL_DP-5-LC_PROB: Board information in this chassis has been collected.
*Jan 1 00:00:29: %0P-6-MAETER: Meodule in slot 0 has tranzlatad to master.
*Jan 1 00:00:29: %6ESWITCH-6-IMSTALL: Install chassis 55300-4BGT4X5-E on switch 1
*Jan 1 00:00:29: %DP-5-PROE: Board probing has completed.
*Jan 1 00:00:29: %5YEMOM-5-COLDSTART: System coldstart.
*Jan 1 00:00:29: %REDUNDAMNCY-5-ROLE_STATES_CHAMGE: Redundancy role or state changed: control role active, management role master, state slone.
*Jan 1 00:00:29: %REDUNDAMNCY-5-3TATES_CHAMNGE: Redundancy states changed: role master, state slone. M
. . P

Click Enable Syslog Logging to enable/disable syslog. After syslog is enabled, you can export system logs.

1.3.4.3.2 Monitor System Log

You can query logs by level or module to help customers' after-sales and R&D personnel locate problems.
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Severity Level: | All Levels v Search by Module ¥ || Plesse enter s madulel@

Severity Level Module Mnemanic Description Time

{E)Maotifications DEV_MOMITOR CARD_POWER_OM The power encugh, card in slot O will be controlled to power on automatically. 1970-01-01 00:00:29
{&linformational DP FAN_OK Fan 1/1 OK. 1570-01-01 00:00:29
{&linformational  DP POWER_OK Power 1 OK. 1570-01-01 00:00:2%

(elinformational REDUNDAMNCY  ROLE_STATES_CHANGE Redundancy role or state changed: control rele active, management rele master, state realtime. 1970-01-01 00:00:29

{€)informational REDUMDAMCY  STATES_CHAMGE Redundancy states changed: role master, state alone. 1970-01-01 00:00:29
{&linformational REDUMDAMNCY  ROLE_STATES_CHANGE  Redundancy role or state changed: control role active, management role master, state alone. 1570-01-01 00:00:22
{S)Mgtifications  SYSMON COLDSTART System coldstart. 1970-01-01 00:00:22
{ZINgtifications =1 FROB Board probing has completed. 1970-01-01 00:00:29
{Elinformational  SWITCH IMSTALL Install chassis S5300-48GT4XE-E on switch 1 1570-01-01 00:00:2%
{&)informational DP MASTER Module in slot 0 has translated to master. 1970-01-01 00:00:29

1.3.5 Maintenance

1.3.51 SWITCH

1.3.5.1.1 Upgrade

Pete: Plaase dmnicad the comesponding femears version from the oficial webste. and then uagrade the device with the following tes.
Tips: 1. sk sure Vb package) modl. 2 The page may have o maponse durng upgrade. Plesss do not pover off or res

Click Browse, select a local bin file, and then click Upgrade to upgrade the device locally.

1.3.5.1.2 Config MGMT

A Backup

You can back up the configuration file on the device, and import or export configurations to bulk perform operations on the

configurations, thereby facilitating user operations.

o e i R e b
saename [ sroe | oot | s
N Restore
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Mot After the device i reset o the factory defsult settings. sl settings will be deared. Plesse Export Curmert Settings before resetting the device.

You can clear the configurations to restore the system to the initial state. You need to use the IP address in the factory settings
to access the Eweb.

N Charset

Selected Charset can be set to GBK, UTF-8 or Default. You are advised to use UTF-8 for the Eweb and keep the system
character set on SecureCRT or other terminal tools to be consistent with that on the Eweb. Otherwise, garble may occur.

1.3.5.1.3 Systime

You can set the system time of the time zone where the device is located so that the device information is accurate.

Current Time: 2022-7-12-13:50:41
Reset Time: | 2022-07-12 13:50
Time Zone: | UTC+0{GMT) hd

Time Synchronization: [ Automatically synchronize with an Internet time server(Please set DMNS Server first. otherwise the system time will not be synchronized.)

The page displays the current system time. You can set the system time manually or select Automatically synchronize with
an Internet time server.
Click Save. The message "Configuration Succeeded" is displayed, indicating that the operation is completed.

1.3.5.1.4 Syslog

The device can be configured to send local logs to the server for storage for the ease of query.
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Note: Logging is rated on 8 different levels: 0-Emergency, 1-Alert, 2-Critical, 3-Error, 4-Warning, 5-Notification, 6

Local Logging: & ) —==» Enable/Disable the logging function.

Server IP: ‘ ‘

Logging Level: ‘ Informational(6) "‘

Save

I, 7-Debugging. The smaller the number, the higher the level.

Configuring Switch Eweb

Set Server IP and Logging Level. After configuration, the device will send system logs to the server.

1.3.5.1.5 DNS

Domain names can be dynamically parsed only after a DNS server is configured.

DMS Seruerl:| | +

1.3.5.2 System

1.3.5.2.1 Web

N Admin Password

To enhance the system security and information interaction security, you need to change the default password of the system.
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Admin Password Basic Settings

Username: admin

Old Password: |

Mew Password: |

Confirm Password: |

The steps of changing the default password of the system are as follows:

Configuring Switch Eweb

1) To change a Web user password, enter the old password in Old Password, enter the new password in New Password,

and enter the new password again in Confirm Password.

2) If the entered old password is incorrect, the message "Incorrect old password" in red font is displayed. You are required

to enter the correct old password and click Save to complete the password change.

@ The enable password is changed by default when the password of the Eweb is changed.

A Basic Settings

You can configure the device location to better inspect the device and facilitate device management. Set Login Timeout.

When you do not perform operations on the system for long, the Eweb automatically exits to ensure your system security.

Admin Password Basic 5ettings

Web Access Port: | 443

Login Timeout: | 30 min V|

Device Location: | |

MAccess Redirection: [ HTTP Redirection to HTTPS r NAT scenario, redirection may cause HTTP access failure.
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The steps of configuring basic settings are as follows:
1) Set Web Access Port. You need to append the port ID when accessing the Eweb from a browser.
2) Set Login Timeout.

3) Set Device Location to facilitate management.
1.3.5.2.2 Telnet

To enhance the system security and information interaction security, you need to configure the Telnet function.

Telnet Service: @_J‘

S5H Service:

Mew Password: | | =

Confirm Password: | | =

To change the telnet password, you do not need to enter the old password but need to enter the new password in New
Password and enter the new password again in Confirm Password. Other operations are the same as those of changing the

password of the super administrator.

1.3.5.2.3 SNMP

The Simple Network Management Protocol (SNMP) provides a method for collecting network management information from

devices on the network. It can be used to manage a large number of network devices.

1-83



Configuring Guide Configuring Switch Eweb

Note: Either SNMPv2 or SNMPv3 is supported

SNMP Version: @v2  Ov3  —= The fields to be configured vary with the SNMP version.
Device Location: ‘ ‘

SNMP Community: ‘ ‘ *

Trap Community: ‘

Trap Receiver Address:

Save

The steps of configuring SNMP are as follows:

1) SetDevice Location, SNMP Community, Trap Community, and Trap Receiver Address. The SNMP Community and

Trap Receiver Address fields are required and other fields are optional.

2)  After configuration, click Save. The message "Configuration Succeeded" is displayed.

1.3.6 Other Functions

1.3.6.1 Favorites

After you add frequently configured functions to favorites, you can click menu items in the favorites and configure the functions

rapidly next time.

ﬂ Currently, a maximum of 10 menu items can be added to favorites.

® Adding to favorites

Rugre sw = @Config  Diagnosis % Maintenance COEEEEED = corows ® A admin

(3 Favorites o -
@ S53E
& SwircH oveniew bt S50 48614152 8.3« o 5
P Usaae [Hstet
@ antiioon . —

Monitaring
surgssassss

= oHeP . $53008 RGOS 12548070
@ Other Monitoring + -

[T cenper [ Fer

Select a menu item and drag it to Favorites.

® Canceling favorites
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3 Maintenance

= PP —

Ruiie sw

Favari P
. . S53
ot L Mode S3300-48GT065-€ 9.1% 48.9%
CPlage Merncey U
You can drag and drop the. - ¥ Usege
J—— * G10cNS00Es
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. SSIO0E RG0S 125880701
= ohee - srdhars ersice: 121
2o 22er sum
lient st
e 5401 RS2 min 17y e
Server Stabus - W22OT12 142022

© Other Monitoring +

ws.m., mmn - Up [ Stdoum 'S V5LPon

) Copper [ Fiser

o T oW A Z!ET&EISE]

.GQDQD 00 el 7 e 9

EEE LR

e e JDDDDDD IZIEI

CRYVLY REYE QQ@@@Q YYYYYY R

Port Roke: 1 Trumk Port = Routed Port

In Favorites, select a menu item and click to remove the menu item from the favorites.

1.3.6.2 Fast Query Menu

There are increasing functions in the system. The fast query menu helps users rapidly search for required functions.

omer

DHCP Settings

DHCP Snooping

N S53E
o 3530 2867885 £ 8.5x 489 Oce Reley
Pitee Marry Ussge
5 SWITcH Overview
+ Gracanmonosss
@ Anti-locp divers 541651586556
Moriterng
5308 8605 12508701
= once —
wezaran vezar .
Client st
i 3401 R SAmn26s .
Server status - mpon2 w2

 Other Monitorng +

Enter a search condition in the search box. A list of records meeting the search condition are rapidly displayed. Click a function

to redirect to the function page.

1.3.6.3 More Functions of the System

® Displaying the current account

% Diagnosis % Maintenance T ConfigWizard & £ admin ~
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© Refres
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& SWITCH Overview Model; $5300-486T4XS £ 7.7 46.7%
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= DHCP ¥ $5300_RGOS 125480701
& Qther Monltoring  » T
Booted on: 2022-07-28 1500551 sa3%
04250 01 min 465 2%
tem Time: 2022.07-25 140237
[ selected [1]ac ror: [Mve [0 shurdown [#]vsLport [ Jcopper [ Fiber
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LACACACALAL D LALILILICAL) CALJL] I R g N Iy W
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= ENEET) o config
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® Online Service

Rujie sw = [ —

[ Faverites o

SS3E
£ SWITCH Overview ModetS5300-48GTASE
T anti f
anti-oop -
Monitaring S

oo S651586854
S5300E RGOS 1250480701

= onee

w

& Other Monitoring  * ) -
o 220747 12287

i S02ADS min 393
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To seek help, click Online Service.
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ot U D o s seras
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T Anti-loop . MAC Address. SHIES1SBESSS
Monitoring
SS300E RGOS 125UB0TDT
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Client List
Server Status

® Other Monitoring
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CPUUnge

fan

8.6%

U Usage

y

rs

Online Service
Simpified Chinese.
489y Logout
Marmory Usage
s

49.0x

Memary Usage

Click the RITA icon on the page to redirect to the online customer consulting page or move the cursor over the icon and scan

the QR code for access.

® Language switching

(5 Favarites o
— 'y S53E
client s Medeh 530048705 £
O SWITCH Overview
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T Antiicen . WA Ao S41GSTSRESS
Monitoring
s SSI0DE RGOS 12 5:480701
= onep e 121

- 2287
v 5401 hSImin s

Server St System Tome: 20220712 WZT39

Client List

 Other Monitoring *

8.5+

P Uze

CES

Click Simplified Chinese to switch to the Chinese version.

riine service

simplified Chinese

49.0« Logout

Mamary Ussga

The language switching item is displayed based on actual requirements. It is displayed only when both Chinese and English

are supported.

® Logging out of the system

Py SS3E
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G SWITCH Overview
100048
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Menitaring
$530DE RGOS 125040701
" onee w
ccted o 20084007 12287
Client List
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 Other Monstoring *

Click Logout to log out of the system.

8.4x

CPULaage

Online Service

‘Simplified Chinese

49.0% Logout

Mooy Usege
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1.3.6.4 Help Information

When you are unfamiliar with system functions and need help information, click the cookbook to query required information.

O 5. P A

=3
Click . to view the cookbook.

1.4 Enabling the Web Server

The Web service is enabled when the switch is delivered. The default IP address is 192.168.1.200. The following describes
how to enable the Web service on the CLI.

Configuration Description and Command
enable service web-server Enables the Web service.
ip address (Optional) Configures an IP address.

Configuring the Web Server . )
(Optional) Configures the username and
webmaster level username password o
password for logging in to the Eweb.

Configuration Steps

N  Enabling the Web Service

®  Mandatory.

® Complete the configuration on the switch.
N Configuring an IP Address

® Optional.

N Configuring the Username and Password for Logging In to the Eweb

® Optional.

® When the Web service is enabled, the administrator account/password (admin/admin) are created by default. The
account and password can be changed. Users can also create other Eweb accounts.

Verification

Log in to the Eweb by using the configured IP address, Eweb account, and password to check whether the login is successful.
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Related Commands

N Enabling the Web Service

Command enable service web-server [ http | https | all ]

Parameter http | https | all: Enables a service. Http enables the HTTP service, https enables the HTTPS service,
Description and all enables both HTTP and HTTPS services. Both HTTP and HTTPS services are enabled by default.
Command Global configuration mode

Mode

N Configuring an IP Address

Command ip address ip-address ip-mask
Parameter ip-address: IP address.
Description ip-mask: Network mask.
Command Interface configuration mode
Mode

N Configuring the Username and Password for Logging In to the Eweb

Command webmaster level privilege-level username name password { password | [ 0 | 7 ] encrypted-passw
Parameter privilege-level: User binding permission level, which includes level 0, level 1, and level 2. The default super
Description administrator account (admin) has level 0 permissions and other accounts created manually have level 1
permissions.
name: Username.
password: Password text.
0| 7: Indicates the password encryption type. O indicates no encryption, and 7 indicates simple encryption.
The default value is 0.
encrypted-password: Encrypted password text.
Command Global configuration mode
Mode
Usage Guide | N/A

Configuration Example

A  Configuring the Web Server

Configuratio ® Enable the Web service.
n Steps ® Configure a management IP address for the device. The default management VLAN is VLAN 1.
Configure an IP address for VLAN 1 and ensure that users can ping the management IP address

successfully from their PCs.
Hostname> enable
Hostname# configure terminal

Hostname (config) #enable service web-server
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Hostname (config) # webmaster level 0 username test password test
Hostname (config) #interface vlan 1
Hostname (config-if-VLAN 1) #ip address 192.168.1.200 255.255.255.0

Hostname (config) # end

Verification Run the show running-config command to display related commands.
Hostname (config) #show running-config
Building configuration...

Current configuration : 6312 bytes

hostname ruijie

webmaster level 0 username test password test //Username and password for Eweb

authentication. The displayed password is encrypted.

http update mode auto-detect

interface VLAN 1

ip address 192.168.1.200 255.255.255.0 //Management IP address of

the device

no shutdown

line con 0
line vty 0 4

login

End
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